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1 Preface

The Task Force on Optimal PSAP Architecture (TFOPA) is a federal advisory
committee chartered under the Federal Advisory Committee Act (FACA) to provide
recommendations to the Federal Communications Commission (FCC) regarding actions that
Public Safety Answering Points (PSAPS) can take to optimize their security, operations, and
funding as they migrate to Next Generation 9-1-1 (NG9-1-1).

The Chair of the TFOPA is Steve Souder, Director, Department of Public Safety
Communications, Fairfax County, Virginia. The Vice-Chair of the Task Force is Dana
Wahlberg, 9-1-1 Program Manager for the Minnesota Department of Public Safety. The
TFOPA has three Working Groups, each with specific tasks under the overall TFOPA Charter:

Working Group 1: Optimal Approach to Cybersecurity for PSAPs, Chair: Jay English,
Association of Public-Safety Communications Officials;

Under the Charter, Working Group 1 was responsible for providing Public Safety
specific cybersecurity recommendations to the FCC, and a “toolkit” for use in the PSAP
community. This toolkit will allow the Commission to provide not only guidance, but
also useful examples of the impacts of Cybersecurity risks that can be placed on PSAPs.
The toolkit includes:

e A realistic self-assessment guide for PSAPs to evaluate their current cybersecurity
capabilities and risks;

e A roadmap for the creation and implementation of a successful Cybersecurity
strategy that applies to local government public safety entities, up to including State
government; and,

e A list of potential resources for PSAPs and 9-1-1 Authorities to provide additional
research and fact-finding sources.

Working Group 2: Optimal Approach to NG9-1-1 Architecture Implementation by
PSAPs, Chair: David Holl, National Association of State 9-1-1 Administrators and
Pennsylvania Emergency Management Agency;

Under the Charter, Working Group 2 was responsible for creating this report covering
and developing recommendations on:

e How PSAPs can improve 9-1-1 functionality and cost effectiveness through NG9-1-1
network architecture design and operation;

e Optimal NG9-1-1 system and network configurations for a range of existing PSAP
use cases (e.g., large urban, rural);

e Projected costs and transition periods associated with optimized configurations;
e Ensuring and improving access to NG9-1-1 for people with disabilities; and

e Updating previous best practices for legacy PSAPs identified by CSRIC to address
the specific requirements that PSAPs will face in the NG9-1-1 environment.
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Working Group 3: Optimal Approach to Next-Generation 9-1-1 Resource Allocation for
PSAPs, Chair: Philip Jones, Washington State Utilities and Transportation
Commission;

Under the Charter, Working Group 3 was responsible for understanding the challenges
and the need for new strategies for planning across multiple jurisdictions, allocating
scarce financial resources, and optimizing budgets for effective return on investment in
new systems and technologies. Specifically, the Working Group was responsible for:

e Examining ways for state, local, and tribal governments to address these issues;

e Developing recommendations on optimal resource allocation and budgeting for
PSAPs to transition to NG9-1-1;

¢ Identifying potential models for sustainable funding of PSAP NG9-1-1 operations;

e Strategies for optimizing use of state 9-1-1 fees to expedite the transition to NG9-1-1;
and,

e Creating incentives to discourage fee diversion.
Introductory Remarks

Today, 9-1-1 is the most important and recognized telephone number in America and a
key component of the nation’s critical infrastructure; in the same way as electric, natural gas, and
water supply systems. Consumers look at 9-1-1 as that gateway through which to report
emergencies. In the almost 48 years since the first 9-1-1 call was made in Haleyville, AL on
February 16, 1968, 9-1-1 has been instrumental in saving millions of lives and trillions of dollars
in property, Each day approximately 655,000 9-1-1 calls are made resulting in 240 million 9-1-1
calls annually. These call are answered in approximately 6,000 9-1-1 centers, a.k.a. Public
Safety Answering Points (PSAPS).

The 9-1-1 call takers and dispatchers that answer and react to those calls are the first of
the first responders in the 9-1-1 public safety delivery continuum, serving 315 million plus
residents, approximately 18,700 Law Enforcement agencies, 2,900 Fire-Rescue departments and
15,200 Emergency Medical Service agencies.

The current 9-1-1 system is actually a “system of systems” dependent on very dated
technology which cannot support and/or benefit from today's "smart™ device technology,
including America's growing dependency on same and those expectations associated with it.

In short, after 48 years...9-1-1 needs help.

In December 2014, the Federal Communications Commission (FCC) established the
Task Force on Optional PSAP (9-1-1 Public Safety Answering Point) Architecture (TFOPA)
and requested approximately 40 nationally recognized subject matter experts, representing all
facets of the 9-1-1 profession and industry to serve on same. These highly talented and dedicated
individuals represent more than 800 years of experience in 9-1-1. The TFOPA began its work on
January 26, 2015, and concluded its initial work on January 29, 2016.

The primary purpose of the TFOPA is to provide the 9-1-1 community and national,
state, tribal, regional and locally elected and appointed officials, with a fundamental
understanding of what Next Generation of 9-1-1 (NG9-1-1) is, its benefits to the public, options
and opportunities associated with efficiently and cost effectively adopting and deploying NG9-
1-1, long-term cost savings available and initial and long-term funding options.
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3 Executive Summary

Each year more than an estimated 240 million emergency calls are made to 9-1-1 across
the United States. These 9-1-1 Centers, or Public Safety Answering Points (PSAPS), are the
gateways for access to emergency services for the public. By simply dialing the three digits “9-
1-1,” callers in need of police, fire, emergency medical services, or other emergency responders,
can speak to a PSAP Telecommunicator who is their first link in the often lifesaving emergency
response public safety ecosystem chain.

For well over forty years this system has served effectively and honorably. As of March
2015, the United States had approximately 6000 PSAPs. Dedicated professional
Telecommunicators in these PSAPs stand ready twenty-four hours a day, three hundred sixty-
five (24 x 365) days a year, to receive calls and summon assistance for any number of critical
emergency situations.

While 9-1-1 continues to perform admirably, communication technologies have evolved
presenting new challenges and requirements for the 9-1-1 community. Founded on time-division
multiplexing (TDM) circuit switched voice services technology, wireline phone systems
managed by telephone companies are the platform for making and receiving calls to 9-1-1.
Internet Protocol (IP) network based technologies are now replacing the TDM (legacy) system.
Known as the “TDM-to-IP” transition by the FCC, the copper infrastructure across the nation
will eventually be completely replaced by IP enabled systems.

These transitions are not new in the technology realm. Estimates as of November 2013
indicated that nearly 47% of all U.S. households currently rely on wireless as their primary
service (having given up TDM wireline service).! This reliance on wireless technology results
in about 70% of all 9-1-1 calls being placed from wireless phones annually.

Despite the enhanced multi-media capability of many of today’s wireless and VVolP
devices, for the most part a 9-1-1 caller is currently limited to the voice capability or, in limited
jurisdictions, the text capability of the devices involved. The challenge for policy makers and
9-1-1 Authorities is that the legacy 9-1-1 systems utilized over forty plus years are not capable
of receiving the forms of multi-media common among everyday telephone users.

Any transition comes with difficult decisions for policy-makers and implementers.
Choosing the best options by a 9-1-1 Authority often requires technology and funding
considerations that demand a sound understanding of the systems and processes that will need to
be put in place to effect responsible change. The evolution to “Next Generation 9-1-1”
(NG9-1-1) technology presents potentially even greater challenges since it is not merely a linear
progression, but a paradigm shift.

1CTIA, Figure is from the Early Release of Estimates from the National Health Interview Survey,
January-June 2015. National Center for Health Statistics, December 2015.
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9-1-1 Authorities have operated legacy 9-1-1 systems in relatively independent and
isolated operational environments. NG9-1-1 implies a significant change in planning roles and
responsibilities. This report introduces the expanded nature of NG9-1-1, including what is
termed the Originating Service Environment (OSE). This environment includes IP call set-up,
location determination, validation and delivery to ESlInets across the country.

The NG9-1-1 architecture will require many 9-1-1 Authorities to begin evolving a vision
of collaboration as they develop new models of 9-1-1 service delivery. Although much has been
written about the NG9-1-1 transition, and the required steps for migration, TFOPA believes
there continues to be a lack of clarity among those responsible to develop and implement
NG9-1-1 systems at the 9-1-1 Authority level and is discussed throughout this report.

This final report is organized around the three major PSAP focused work efforts of the
Task Force, including Cybersecurity, the Optimal Approach to NG9-1-1 Architecture
Implementation, Optimal and NG9-1-1 Resource Allocation. It essentially consolidates the
results of those work efforts into one document, with a common executive summary, and
summarized set of findings and recommendations.

3.1 Optimal Approach to Cybersecurity for PSAPs

Cybersecurity is a very real threat to public safety in general and to Public Safety
Answering Points (PSAPs) specifically. Given the very nature of a PSAP as the interconnect
point from the public to first responders, and the increasingly technical nature of the operations
at PSAPs around the Nation, it has become more critical than ever that adequate planning,
strategies and systems be put in place to defend PSAPs against potential cyber-attacks. Current
analog systems have already been compromised by “simple” cyber-attacks such as Telephony
Denial of Service (TDoS) and Radio Frequency (RF) jamming. The next generation of 9-1-1, a
fully digital, IP based, multi-media capable network of networks, will open the doors to multiple
attack methods and vectors that PSAPs have never had to plan for, or deal with. As a result, it is
very important for PSAPs, 9-1-1 Authorities and public safety agencies to begin planning for
cyber defense sooner rather than later. It is also critical that any design considerations, and
implementations, around NG9-1-1 include cybersecurity systems and services that are “baked
in” from the onset.

To date, the overall approach to NG9-1-1 network security has been lacking in clear
direction or architectural definitions. Cyber risk management strategies must be implemented in
support of PSAP operations, while still taking into consideration available PSAP resources and
levels of expertise. Accordingly, it is necessary to think “outside the box” when considering
cybersecurity architectures and developing solutions. The TFOPA was tasked with addressing
these cybersecurity issues for today’s PSAPs and developing recommendations for PSAP-
specific cybersecurity practices based on experience and the sources referenced above. The
TFOPA was also challenged to examine these same cybersecurity issues for tomorrow’s PSAPs,
in the context of NG9-1-1 systems and services.

The TFOPA proposes a cooperative and synergistic approach to cybersecurity for
emergency communications, including core cybersecurity services; interconnected monitoring
and mitigation; and near real-time information sharing amongst multiple levels of public safety
agencies and entities. This report includes examples of alternative models, partnerships to be
considered, and high-level pricing estimates. The intent of this approach is to provide
recommendations for further study and to define core cybersecurity services that relate directly
to the public safety and emergency communications enterprise, including both current legacy

Page 16 of 222



Task Force on Optimal PSAP Architecture
Final Report January 2016

and future NG9-1-1 systems.

In addition to the Cybersecurity core report, the TFOPA has created appendices which
cover the following topics:

e A very limited set of use cases to illustrate the multiple threats that already exist, and
have been perpetrated against, PSAPs.

e A realistic self-assessment guide for PSAPs to evaluate their current cybersecurity
capabilities and risks; A roadmap for the creation and implementation of a successful
Cybersecurity strategy that applies to local public safety levels of government, up to
including State level government; and

e A list of potential resources for PSAPs and 9-1-1 Authorities to provide additional
research and fact-finding sources.

This report notes that in addition to the legacy 9-1-1 networks, and related cybersecurity
practices, transitional NG9-1-1 architectures do exist, and will continue to be deployed and
evolve. Because several aspects of the NENA i3 architecture are barriers to immediate
implementation any discussion of architecture options, including cybersecurity, require
consideration of transitional and other architectures.

One of the major drivers in the advancement of communications technology as it relates
to 9-1-1 is the deployment of Internet Protocol Multimedia Subsystem (IMS) based networks
and systems. These networks will interface with both legacy and NG9-1-1 systems, and will
need to be considered as part of the overall NG9-1-1 plan and therefore must also be included in
any cybersecurity plan. The TFOPA report, architectures, and recommendations apply to both
i3, and IMS, based networks and systems.

The National Institute of Standards and Technology (NIST) Cybersecurity Framework
(NCF) is a voluntary framework developed by NIST working with various stakeholders to
identify existing standards, guidelines and practices. The framework core describes a set of
activities that can be used to achieve the desired cybersecurity specific outcome. The TFOPA
has mapped out the recommended level of PSAP and 9-1-1 Authority operations that should be
involved in each of the five key areas identified in the NCF. The Task Force has detailed both
the recommended level for implementation and high-level requirements to achieve
implementation at the appropriate level for PSAPs, 9-1-1 Authorities and related partners and
entities.

In addition to mapping out critical NIST elements to the PSAP and 9-1-1 Authority
operational level this report discusses the need to consider a unified approach to Identity
Credentialing and Access Management (ICAM). The ICAM encompasses standardized core
capabilities to be able to identify, authenticate, and authorize individuals and provides
appropriate access to resources, which is the lynchpin to the success of the national
cybersecurity initiative.

The intent of the ICAM discussion in this report is not to suggest that local, regional, or
State agencies be required to utilize any type of Federal single user, single sign-on approach.
Rather, the intent is to provide an education as to the need for identity control and access
management at all levels of interface. The information provides potential modeling for local
authorities and is intended only as a reference and an education source.

When properly aligned, ICAM creates a basis for trust in securely enabling electronic
transactions, which should include secure access to facilities and installations. Just as identity,
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credential, and access management activities are not always self-contained and must be treated
as a cross-disciplinary effort, ICAM also intersects with many other Information Technology
(IT), security, and information sharing endeavors. The ICAM segment architecture
encompasses the core capabilities to be able to identify, authenticate, and authorize individuals
to provide appropriate access to resources, which is the lynchpin to the success of any
cybersecurity initiative.

The National Initiative for Cybersecurity Education (NICE) developed a National
Cybersecurity Workforce Framework (Workforce Framework) to define the cybersecurity
workforce and provide a common taxonomy and lexicon by which to classify and categorize
workers. The Workforce Framework lists and defines specialty areas of cybersecurity work and
provides a description of each. Each of the types of work is placed into one of seven overall
categories. The Workforce Framework also identifies common tasks and knowledge, skills, and
abilities (KSA's) associated with each specialty area.

As a prescriptive example to the Define and Identify Workforce, the TFOPA members
reviewed job titles, roles and skills to assess NICE Framework labor categories, scope of work,
and information technology skills most closely associated with each. While PSAPs generally do
not have a single consistent model for job titles, a generalized set of job titles were mapped to
labor categories with identification of required skills and recommended training based on the
NICE Workforce Framework.

In addition to incorporating current best practices, the NIST recommendations, and
current work from Department of Homeland Security (DHS), Association of Public-Safety
Communications Officials (APCO), Alliance for Telecommunications Industry Solutions
(ATIS) and the National Emergency Number Association (NENA), the Task Force has
determined that an additional layer should be introduced into the recommended future
architecture. This layer, and associated cybersecurity functions have been identified as the
Emergency Communications Cybersecurity Center (EC3).

In the proposed NG9-1-1 cybersecurity architecture, the EC3 will take on the role of
providing Intrusion Detection and Prevention Systems (IDPS) to PSAPs and any other
emergency communications services that would benefit from utilizing centralized, core
cybersecurity services. For example, not only PSAPs, but also Emergency Operations Centers
(EOCs) and potentially the Nationwide Public Safety Broadband Network operated and
maintained by FirstNet, could also interconnect to the EC3 service. This approach would allow
public safety to build one infrastructure and use it for many clients. This provides significant
economies of scale, puts multiple Federal, State, Local and Tribal resources into the same
protection scheme, and allows for sharing of data, mitigation strategies, and recovery efforts
across enterprise.

The information collected by the EC3s that relates to the PSAPs will be the result of the
monitoring that the center will be doing for them. As a result, it will be necessary to deploy
some type of IDS sensors at each PSAP location. Alternately, and perhaps more effectively, a
way will need to be devised to get all traffic to funnel through a centralized EC3 for monitoring
at a regional or State level, then aggregating the traffic of the various EC3’s to, or through, a
central monitoring facility. This would best be accomplished via the ESInet architecture with
partnerships at the Local, State and potentially Federal level. The sensor network enables real-
time visualization of call data, without any Personally Identifiable Information (PI1), which can
alert a monitoring center, such as National Cybersecurity & Communications Integration Center
(NCCIC), to a disruption to 9-1-1 services by virtually any means, manmade or natural.
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The establishment of certain shared core services like cybersecurity, which can be
utilized by multiple participating agencies, can produce substantial cost savings for each
participating agency and could also decrease the time needed to implement a comprehensive
cybersecurity system for PSAPs and 9-1-1 Authorities. In sharing this portion of NG9-1-1
infrastructure, PSAPs decrease the amount of work and specialization needed at the local level,
and can instead take advantage of centralized, expert cybersecurity services allowing them to
concentrate on the life-saving, day-to-day operations related to taking and dispatching calls for
service.

This report provides a set of recommendations to public safety leadership. These
recommendations will identify options for local leaders to make informed decisions as to how to
best integrate these services, programs, and partnerships from the PSAP, and broader 9-1-1 and
emergency communications community, at the local operations level through state and regional
partners and up to potential federal level resources.

When reviewing these recommendations, readers should recognize that not every PSAP
will have the same needs, capabilities, or requirements, from either a personnel or network
perspective.

A very high level summary of these recommendations is as follows:

e The TFOPA has determined that an additional layer, identified as the Emergency
Communications Cybersecurity Center (EC3), should be introduced into the
recommended future architecture.

e Local PSAPs, 9-1-1 Authorities and regional organizations can leverage a number of
existing capabilities, such as the DHS NCC, NCCIC, MS-ISAC and existing State
level Fusion Centers for cybersecurity information and assistance.

e In addition, with the incorporation of the EC3 concept, all of these potential partners
can be included in the holistic approach to cybersecurity which will allow local
authorities to share costs while benefiting from more comprehensive services and
capabilities that might otherwise be unavailable and most certainly could be cost
prohibitive without a shared approach.

e A key function of the EC3 will be to provide resources in the form of both systems
and support personnel to help identify, mitigate, recover from, and restore services
after any cyber-attack. Additionally, if properly implemented the EC3 will assist in
the investigation of such events.

e Public/ Private Collaboration is critical to the success of a comprehensive
cybersecurity approach,

e Governance is pivotal to secure and interoperable emergency communications. The
TFOPA believes there are multiple governance issues that must be considered in
order to establish and maintain a central coordination point, or a distributed model,
for any cybersecurity system or solution.

e The TFOPA has mapped out the recommended level of operation that should be
involved in each of the five key areas identified in the NIST Cybersecurity
Framework. It is recommended that additional study, and a more detailed mapping
of this approach, should be considered in the event any follow on work is done by
future iterations of TFOPA.
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e While PSAPs generally do not have a single consistent model for job titles, a
generalized set of job titles were mapped to labor categories with identification of
required skills and recommended training based on the NICE Workforce Framework.
The Task Force recommends that PSAPs and 9-1-1 Authorities use the included chart
as a baseline document for identifying training needs and planning accordingly. In
addition, as the Task Force was somewhat limited on time to further study this area,
additional work may be merited by future iterations of TFOPA.

e The TFOPA has limited its ICAM related recommendations to a local perspective,
and, in that context, primarily to the physical verification of an individual to be
granted access, the issuance of a user name, password and some form of token or
additional authentication mechanism.

e The TFOPA supports PSAP and 9-1-1 Authority implementation of multi-factor
authentication at the PSAP level and inclusion of ICAM requirements for any
current, or yet to be defined, interfaces from the PSAPs to any core NG9-1-1 services
such as those defined in Section 5.

e The TFOPA recommends that PSAPs and 9-1-1 Authorities conduct a logical
analysis of each potential architecture option as recommended as recommended
elsewhere in this report, and then consider integration of the core cyber services,
local PSAP workforce, and ICAM recommendations, and collaborative information
and data sharing as part of the overall NG9-1-1 implementation process.

e The TFOPA has developed a checklist based on previous work done by multiple
organizations. This checklist and roadmap can be used as a baseline to create a
working document for a phased implementation of cybersecurity services in
conjunction with the development and build out of any proposed NG9-1-1 systems
and services, regardless of architecture option chosen by the local authorities.

The Task Force believes that a lack of focus on cybersecurity poses a very real threat to
the PSAP and emergency communications system(s) in the United States. Creation of core
services, which provide single points of contact, direct reporting, awareness, and data sharing,
and real-time response to cyber-attacks at multiple levels of government is essential to the
success of our efforts to defend next generation networks and systems. The actors, vectors, and
outcomes for cyber-attacks against public safety vary widely, and therefore, our approach to
defending against these attacks must be focused.

Cyber risk management strategies must be implemented in support of PSAP operations
taking into consideration available PSAP resources and levels of expertise. In order to do so, it
1s necessary to think “outside the box” when cybersecurity architectures are considered and
when solutions are suggested

The TFOPA believes that a combined approach utilizing the existing NIST and NICE
frameworks, current cybersecurity practices for defending legacy 9-1-1 networks and systems,
and a bold, cooperative new architecture approach to the defense of transitional and fully
deployed NG9-1-1 networks would provide the best path for success.

It is the conclusion of the TFOPA members that further examination of the
recommendations contained in this report should be considered as part of any tasking for future
iterations of the TFOPA, or the TFOPA related activities. In conducting this work, the TFOPA
would urge any future working groups to be mindful of the needs and capabilities of local
operations entities, the necessity of governance that accounts for both local needs and
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capabilities as well as recognizing the need for enterprise like cooperative cyber defense, and the
incorporation of State, Local, Tribal and Territorial needs into potential partnerships at multiple
levels including potential Federal partners.

3.2 Optimal Approach to NG9-1-1 Architecture Implementation
by PSAPs

This report was developed with the intent to help clarify and educate decision-makers
tasked with the critical responsibility to move from the current legacy 9-1-1 operational models
to the NG9-1-1 framework. Accordingly, the TFOPA divided its work into four distinct areas of
the emerging NG9-1-1 environment. Namely, the:

e Emergency Services IP transport network (ESInet)

e Access and NG9-1-1 Core Services (NGCS),

e PSAP Terminating Equipment/Call-taking Support subsystems (Computer Aided
Dispatch (CAD), Management Information Systems (MIS), Dispatching Equipment,
etc.

e (Governance

Figure 3-1 below is a depiction of these areas and the various configuration options that
they represent:

Configuration Options
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Figure 3-1

With the configuration options shown above, each component in Figure 1-1 is further
described and referenced individually and collectively throughout this report.

Based upon the above network model, this report describes options for NG9-1-1 services
optimization, including infrastructure sharing by PSAPs. It also describes the Emergency
Service IP Network (ESInet) and NG9-1-1 Core Services Functions (NGCS) that provide and
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control delivery of calls, messages, and data to PSAPs. Sharing infrastructure among multiple
PSAPs involves the utilization of equipment and software that take advantage of Internet
Protocol (IP) technology via the ESInet transport networks. Infrastructure sharing offers the
potential for optimization in many areas such as cost, operations, interoperability, shared
services and survivability.

In discussing the current legacy 9-1-1 environment, this report acknowledges that the
aging analog 9-1-1 systems operating across the nation were developed when landlines were the
only phone service available. The original systems were not designed to receive calls and data
from IP-based services. While sophisticated technical advances have been incorporated into the
legacy 9-1-1 systems and have provided 9-1-1 functionality for wireless and Voice over IP
(VolP) service, this report observes that evolution of the 9-1-1 system is essential. The
advancement of the 9-1-1 system is essential to meet public expectations to correlate basic
telecommunications functionality with the capabilities of the modern mobile devices so
ubiquitous in our nation. Without it, transmission and reception of essential emergency
information including texts, photos, video, data, and telemetry — in real-time — is not feasible.

This report notes that the ultimate goal of NG9-1-1 deployment is the development of a
standardized nationwide, interconnected “system of systems” for 9-1-1 emergency
communications without regard to jurisdictional or market-based boundaries (e.g., local access
and transport area or LATA). NG9-1-1 systems in their transition and end states can allow and
support significantly enhanced redundancy, real-time and alternate call routing, improved call
transfer capabilities, multi-media capability, additional data, and back-up improvements.

This report discusses several potential architectural models for transitioning 9-1-1
Authority systems through the implementation and deployment of NG9-1-1 technology. It
explores some of the basic operational and architectural possibilities available, as well as the
technical components, requirements, challenges and opportunities associated with deployment of
NG9-1-1 systems, with significant focus on options for maximizing cost-effectiveness and
efficiency.

The legacy 9-1-1 environments of the past 40 plus years are rapidly coming to an end no
matter which deployment model is chosen. Independent systems will be too costly in most cases
for single NG9-1-1 implementations. The new paradigm of NG9-1-1 will be based upon system
roles in an emergency services ecosystem as depicted on the following pages.
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Figure 3-2

In legacy 9-1-1 networks the systems centered on the TDM networks of the Originating
Service Providers (OSPs). In NG9-1-1 a new Originating Service Environment emerges where
any number of points can originate calls or other requests for service. Those requests for service
will be processed through the NG9-1-1 Core Services and be transported to the PSAP via
ESlInet(s) for dispatch of first responders.

9-1-1 calls for service will not be limited to only voice telephony since the NG9-1-1
framework will accept calls for service from a variety of media types. For example, text-to-
9-1-1 service will revolutionize the functionality of 9-1-1 for deaf and hard of hearing
individuals, and will, provide alternative communications path between a 9-1-1 caller and the
responsible PSAP. In addition to improving 9-1-1 service, deployment of NG9-1-1 systems
offers the potential for efficiencies that can assist with optimizing PSAP operations.

This report documents that the envisioned NG9-1-1 technology offers tremendous
flexibility to PSAPs in terms of sharing equipment, infrastructure, facilities and personnel.
NG9-1-1 technology can be employed to streamline operations, reduce duplication and provide
significantly improved redundancy, interoperability and robustness. It describes the
opportunities and challenges to seeking efficiencies in the 9-1-1 environment which may lie
more in political, governance, operational and management considerations than in the wide-
ranging capabilities emerging in the NG9-1-1 technical environment.

New roles and responsibilities will inevitably emerge as Originating Service Providers
(OSP) evolve to an Originating Service Environment (OSE) and Next Generation 9-1-1 Core
Services (NGCS) are developed and implemented. As depicted below, 9-1-1 Authorities as they
have existed in the legacy environment will also change as broadening of roles and
responsibilities occurs as more multi-jurisdictional, regional, statewide, or even multi-state
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relationships are organized.

NG9-1-1 Roles and Relationships

QSE Regional or State 9-1-1 Authority

9-1-1 System Service Provider Local 9-1-1 Authority

Operated by vendor(s)
or Regionai or State
9-1-1 Authority

Figure 3-3

There are many variations on roles between 9-1-1 Authorities at local, regional, and state
levels (including some areas where none of the three formally exist). When viewed at a national
level however, there is a gradual trend toward the roles and relationships depicted above as
NG9-1-1 work proceeds. The 9-1-1 Authority term is somewhat generic, as the name of
organizations that fill that role vary greatly, such as 9-1-1 Administrator, Emergency Telephone
Service Board (ETSB), etc. In many cases, the regional or state 9-1-1 Authority does not have
direct governance over the local 9-1-1 Authorities. As this report discusses, referencing the
organizational roles in the figure above instead of just the physical components involved is one
way to more clearly state the nature of relationships in the 9-1-1 environment.

This report considers 9-1-1 system optimization to maximize efficiency and improve call
flow. The system solution architecture described in the report enables a transition to a more
collaborative and interoperable 9-1-1 system. Advantages and challenges of various PSAP
configurations are discussed to assist in determining which model might best meet the unique
needs of a particular jurisdiction.

Transition from legacy 9-1-1 to NG9-1-1 raises a myriad of questions and concerns.
Deploying NG9-1-1 capabilities is not a question of “if”, but rather “when” the transition will
occur. A primary message in this report is that NG9-1-1 architecture can be customized to
support almost any configuration of PSAP operations. Factors that affect these configurations
include financial, political, governmental and operational considerations. The overall goal of this
report is provide a better understanding of NG9-1-1, its components, capabilities, deployment
options, and potential benefits. Armed with this understanding, 9-1-1 Authorities and decision-
makers will be able to apply that knowledge towards ongoing objectives and collaborative
dialogues enabling the development of a NG9-1-1 plan that meets the needs of their
jurisdictions.

3.3 Optimal Approach to Next-Generation 9-1-1 Resource
Allocation for PSAPs

The TFOPA studied and analyzed a number of studies related to NG9-1-1 focusing on
9-1-1 fees and resource allocation issues. The list of those studies is found in Appendix 8, and
the TFOPA realizes that this list of studies may not capture all relevant studies on 9-1-1 fees and
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resource allocation in the last decade or so. Particular attention was paid to the description and
analysis of various funding models included in the recent study on potential funding models by
the National Association of State 9-1-1 Administrators (NASNA). The goal was not to assess
and/or criticize these reports in detail, but instead reference them in the context of our analysis
and preferences in a very short period of time. Efforts to reform such funding systems are not
easy and potentially involve several layers of government jurisdictions including over 6,000
PSAPs, 50 state governments and the District of Columbia, Tribal authorities, and others. This
report provides a menu of options for policy makers at all levels with recommendations to
facilitate the transition to NG9-1-1 services with sustainable funding. This section of the
Executive Summary includes an analysis with key findings, followed below by a more detailed
analysis of the priority funding alternatives for which it is recommended that state and local
governments give serious consideration.

3.3.1 9-1-1 Policy Statement:

After substantial discussion, the TFOPA adopted the following overarching policy
statement, which is consistent with a 2015 NASNA study. The TFOPA recommends that the 9-
1-1 community, across all states and PSAP jurisdictions, use the principles outlined in this short
statement, along with the more detailed principles outlined, infra, in any discussions with policy
makers.

9-1-1 funding must be predictable, stable, and dedicated only for that
purpose. A 9-1-1 fee shall be assessed monthly, collected by communications
carriers with the cost paid by end-users in a competitively neutral manner on all
technologies utilized to place a 9-1-1 emergency request for assistance to a
public safety answering point through an emergency communications network.
Such fee can include a traditional fee on an access line or communications device
in a subscription, an amount in a pre-paid wireless plan, or in the future, could
be assessed as a network connection fee for end user broadband services through
an Internet access provider.

3.3.2 Recommendations

1. Effective Statewide Planning and Coordination:

Based on a review of previous studies on funding 9-1-1, it appears that a cohesive, strong
statewide 9-1-1 planning and coordinating mechanism is necessary in all states to facilitate the
timely and efficient deployment of NG9-1-1 networks. Many jurisdictions have a statewide
9-1-1 coordinating body, while other states have strong and effective regional authorities in
larger metropolitan areas. But some states have neither. The PSAPs fundamentally remain a
local emergency communications entity within county and local governments, statewide
coordinating mechanisms should play an increasingly important role in all aspects of the build-
out and operations of NG9-1-1 systems. Those state level coordinating mechanisms should have
responsibility for long-range planning and in-state coordination, including developing an
optimal architecture for the entire state, establishing minimum service standards, and providing
for training and workforce development. One clear benefit of statewide coordination is the
prospect of city and regional authorities combining at least for purposes of obtaining volume and
term discounts on services and equipment.

PSAPs will continue to be the operators of the 9-1-1 systems with the critical local
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knowledge, and will provide the call takers and dispatchers with most of the NG9-1-1 equipment
on site as well as training in its use. State law must provide a sound foundation for such a
coordination mechanism, and the resulting mechanisms must be more visible and accountable.
Moreover, the 9-1-1 community must develop more effective ways to engage key state decision-
makers, including but not limited to the Governor, Chief Information Officers (CIO), budget
offices, revenue departments, and public utility commissions, as well as key state legislators and
staff responsible for emergency communications.

2. Enhanced Data Quality and Reporting:

The quality and accuracy of 9-1-1 funding data at all levels of government can be
improved. Better and complete data on all aspects of 9-1-1 funding will facilitate federal and
state efforts to set appropriate and sustainable levels of funding for this critical public service.
Currently, the accuracy and quality of data submitted to the FCC for incorporation into the
agency’s annual report to Congress, required by the Net 9-1-1 Act, is deficient. State and
regional 9-1-1 Authorities must work with PSAPs to improve the accuracy of the data submitted
to the FCC. Moreover, the Task Force specifically recommends that (i) a third-party auditor
review the data submitted to the FCC before its Net 9-1-1 Report is submitted to Congress, and
(i) third party auditing should be considered by each State as new contributor
technologies/services/entities are identified, e.g., retailers for point of sale collection of 9-1-1
fees for pre-paid wireless plans and IP-enabled devices that use 9-1-1 services. As a
foundational matter, audits should consider the need to develop a consensus around key terms
used in the auditing process.

3. Continued Cooperative Federalism:

The concept of “cooperative federalism” must be the foundation governing the transition
of existing 9-1-1 networks to NG9-1-1. Statutory authority over 9-1-1 exists at both the state
and regional levels and in certain regulatory environments the FCC maintains jurisdiction. 9-1-1
calls to a PSAP that almost always originate and terminate within a state’s boundaries, are by
definition clearly both intrastate and subject to State oversight.? State statutes convey authority
for officials to direct oversight and operation of public safety funding, deployment, and assure
the responsiveness of such systems. Federal agencies, such as the FCC, DOT/NHTSA,
Department of Homeland Security, Department of Justice and others, have interests in assisting
in the efficient and cost-effective deployment of NG9-1-1 systems nationwide but have, in
varying degrees, limited statutory authority to address certain issues or encourage certain
policies. Government at all levels should engage in sustained substantive dialogue to develop
additional mechanisms to promote NG9-1-1 deployment. This “big tent” approach necessarily
includes disparate views and may be challenging to coordinate. But, at a minimum, the FCC
should maintain its efforts to establish a long-term vision for a viable and secure NG9-1-1
network, while increasing efforts to facilitate meaningful discussions among all levels of
government in order to address inconsistencies in architecture and operations among the PSAPs
and states, and other jurisdictional tensions inherent in this evolving paradigm.

2 See, e.g., the definition of “interstate services” at 47 U.S.C. §153(28) which specifically excludes from
that definition: “wire or radio communication between points in the same State, Territory, or possession
of the United States, or the District of Columbia, through anyplace outside thereof.” Note the application
of the provisions of Chapter 5 is limited by 47 U.S.C. § 152(a) to such “interstate” services and
specifically excludes, as noted in 47 U.S.C. § 152(b), “charges, classifications, practices, services,
facilities, or regulations for or in connection with intrastate communication service by wire or radio of
any carrier.”
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4. State/Regional Control of PSAP Operations and NG 9-1-1 Transition:

The TFOPA endorses the need to (i) develop a state-level cost-effective, efficient
architecture for NG9-1-1, and (ii) to enhance measures to protect the emergency infrastructure
against cyber intrusions. The Task Force also endorses the NG9-1-1 system architecture
developed to date. NG9-1-1 systems require that shared services networked across multiple
PSAPs meet a series of well-defined conventional criteria.

However, such criteria should be established by a state or regional governing body and
include decision analysis, cost effectiveness, budgetary constraints and priorities, accountability,
and a well-defined governance structure, subject to external audits and contractual obligations.
Indeed, it is crucial that PSAP and first responder operational decisions remain at the local level.
This is discussed in more detail in Section 6.6 related to Effective Statewide Planning and
Coordination.

5. PSAP Consolidation:

The Task Force was asked to examine prospects for greater PSAP consolidation, either
within state boundaries or perhaps nationally. Consolidation is currently occurring on an
organic basis. This trend towards PSAP consolidations, where it is practicable, and results in
efficiency gains, is accelerating as more IP-enabled architecture is deployed and services are
shared. However, as outlined in this report, there are technical, logistic, and jurisdictional
challenges with any consolidation — particularly those that would occur across state boundaries.
Under a cooperative federalism paradigm, state and local government authorities maintain
primary jurisdiction over 9-1-1-services. Moreover, PSAP consolidation does not necessarily
translate into increased efficiencies or cost savings. Therefore, the TFOPA believes that
focusing only on PSAP consolidation is neither constructive nor within the exclusive scope of its
work. Instead, the Task Force has chosen to focus more on which funding mechanisms offer the
best approach going forward in light of the policy principles mentioned above. The
recommendations in this report, as a whole, provide a more constructive path forward that is
both appropriately respectful of state and local government prerogatives and legally sustainable.

6. Potential New 9-1-1 Funding Mechanisms:

The TFOPA examined five potential funding options for state and local governments
with a bias towards approaches that are technologically neutral and sustainable. The results are
summarized below. It is important to stress that this report presents a menu of options for the
state or local government to consider when creating a longer-term approach for funding
NG9-1-1 systems; it is not meant to be a federal mandate or a requirement. No funding system
is perfect and adjustments will be needed for any revised funding approach, which will likely
include several different funding sources. Any revision of State funding mechanisms will
require some time to change current State laws and will involve a transition of several years.

A: Approach: Continued reliance on the current 9-1-1 funding model
supplemented by a new network connection fee on users with broadband services, and assessed
on any carrier or broadband provider that provides Internet access to retail customers.

Response: The Task Force believes this funding method is sustainable as well
as technologically and competitively neutral. It could be assessed on network providers that
provide Internet access in a number of different methods as described at a general level below.
The details of the funding mechanism are critical, and several adjustments are needed to make
this approach equitable and legally sustainable. It is recommended that further detailed study of
this mechanism, and its necessary adjustments and assumptions, be carried out by a new joint
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Local State Advisory Committee on 9-1-1 (as reflected by the LSAG set forth below).

B: Approach: Continued reliance on the current model including efforts to
secure funding from pre-paid wireless services in all states. Based on the review of the limited
data available, it appears 14 states have not resolved the need to collect 9-1-1 fees on prepaid
wireless plans at retail point-of-sale.

Response: Addressing prepaid wireless plans is a crucial part of assuring
sustainable and technologically/competitively neutral 9-1-1 funding. Thirty-seven (37) States
have resolved the need to assess 9-1-1 on such plans after significant legislative efforts and/or
litigation. However, the remaining states still need to resolve these issues. The Task Force
encourages non-conforming states to resolve this “funding gap” as quickly as possible through
state legislation. Also, due to the non-monthly purchase pattern of pre-paid customers, actual
collections of 9-1-1 fees at point-of-sale on these plans may not be equitable at current levels.
States utilizing State Comptrollers see improved performance in fee remittance and collections.
As more data on actual collections is developed by state entities, and compared to forecasted
collection for this class of customers, this issue will need more scrutiny. As stated above, the
Task Force recommends that the FCC should refer a more detailed examination of this issue to
the LSAG, or a joint advisory committee.

C: Approach: Migrate 9-1-1 funding towards state universal service fee
assessments. Currently, only Vermont assesses 9-1-1 fees as part of the overall funding of
universal service requirements. About 22 states have some form of state-based universal service
funding. At the federal level, the basis of contributions for the federal universal service program
has been referred to the Federal State Joint Board on Universal Service (FCC CC Docket No.
96-45) and its anticipated report on recommended changes to the existing contribution
methodology is under review.

Response: The TFOPA concluded this is not a viable option because of the
current bifurcation in how existing State universal service funds operate, and the fact that most
state universal service and 9-1-1 programs are managed separately.

D: Approach: Integrate NG9-1-1 funding into state sales and use taxes. About
45 states have some form of sales and use tax. However, such taxes could not be subject to the
Federal proscription against diversion of 9-1-1 fees. This approach would likely reflect the
problems associated with current co-mingling of 9-1-1 fees with general fund revenues, and face
problems characteristic of state appropriations procedures.

Response: The TFOPA finds less merit in this approach than did the 2015
NASNA study for several reasons. Historically, advancements in 9-1-1 were not funded by
general revenue due to higher competing budget priorities, and a specialized fee concept was
developed to provide dedicated funding. There is established precedent for 9-1-1 and NG9-1-1
fees to be collected separately and maintained in separate funds, outside almost all State’s
general fund. If combined as this approach would require, the current diversion of 9-1-1 fees
will expand due to state budgetary pressures, especially among the various state agencies with
some connection to “public safety” — however tenuous. Moreover, the political obstacles to
enacting a sales and use tax, de novo, in the remaining 5 states would be challenging in the
current fiscal environment. Some states require voter approval of new taxes, surcharges, or fee
increases, while others require a super-majority (two-thirds) vote of the Legislatures to approve
such fees.

E: Approach: Consider incorporation of 9-1-1 funding into state insurance
fees. Each state has some jurisdiction over insurance rates and policies. Some argue that
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health, fire, and casualty insurance policies also have a natural nexus to emergency
communications. In fact, the Blue Ribbon Panel on 9-1-1 Funding recommended consideration
of attaching a 9-1-1 fee to health insurance policies.

Response: The TFOPA did not give serious consideration to this approach
because of concerns about feasibility and the gulf between jurisdictions with respect to 9-1-1,
public safety, and insurance.

7. Enhance Education and Outreach:

Studies of 9-1-1 fees and NG9-1-1 deployment should be developed with a strong
emphasis towards the challenges of implementation and execution. These studies should include
a much more integrated, intensive approach toward outreach and education for the 9-1-1
community. These efforts should be directed toward key state decision-makers that do not
generally work directly within the 9-1-1 ecosystem. Some industry stakeholders and trade
associations have already developed programs to highlight the importance of 9-1-1, e.g., the
National Conference of State Legislature’s program and database for tracking state 9-1-1
actions. However, current efforts are not sufficient to assure timely deployment of NG9-1-1, yet
more can be done. The FCC’s Bureau for PS/HS, NASNA, NARUC, NENA, APCO,
DOT/NHTSA, along with state and local public safety stakeholders need to develop a
coordinated plan to educate key decision-makers.

8. Creation of a Local State Government Advisory Committee on 9-1-1 (LSAG):

Federal/State advisory committees have been established to address a variety of issues.
One possibility is to convene a Local State Government Advisory committee to focus solely
Next Generation 9-1-1 issues. The goals of such a committee would include the development of
messaging points and information for local, state and federal entities to understand NG9-1-1,
funding and policy recommendations and more. Moreover, within the authority of the
Commission, the committee could examine in more depth, with an eye toward effective
implementation, some of the recommendations in this report, including the network connection
fee, the alleged under-recovery of forecasted revenues from pre-paid wireless plans, how to
enhance the gquality and analysis of the data submitted to the FCC and subsequently to Congress
pursuant to the Net9-1-1 Act, and other issues.

4 Optimal Approach to Cybersecurity for PSAPs

4.1 Introduction

As Public Safety Answering Point (PSAP) 9-1-1 networks transition from TDM-based to
IP-based architecture, as part of the migration to NG9-1-1, they will face increasing exposure to
cyber threats and vulnerabilities that did not exist in the legacy 9-1-1 environment. Cyber risk
management strategies are being developed for the communications sector that will benefit the
NG9-1-1 ecosystem as a whole. Much of the proposed cybersecurity strategy in this document
is based on the National Institute of Standards and Technology (NIST) Cybersecurity
Framework (NCF); National Initiative for Cybersecurity Education (NICE) framework for
cybersecurity education; the ongoing work of the Communications Security, Reliability, and
Interoperability Council (CSRIC); and current work either recently completed or underway from
other authorities including the U.S. Department of Homeland Security (DHS), the Association of
Public Safety Communications Officials (APCO), and the National Emergency Number
Association (NENA).
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To date, however, the overall approach to NG9-1-1 network security has been lacking in
clear direction or architectural definitions. Cyber risk management strategies must be
implemented in support of PSAP operations, while still taking into consideration available PSAP
resources and levels of expertise. Accordingly, it is necessary to think “outside the box” when
considering cybersecurity architectures and developing solutions. The Task Force was tasked
with addressing these cybersecurity issues for today’s PSAPs and developing recommendations
for PSAP-specific cybersecurity practices based on experience and the sources referenced above.
The TFOPA was also challenged to examine this same cybersecurity issue for tomorrow’s
PSAPs, in the context of NG9-1-1 systems and services.

This part of the report includes several sections, each intended to impart specific
information and recommendations to the public safety community at large and to the
Commission. The report first addresses the methodologies used, then discusses current and
emerging 9-1-1 ecosystems and how cybersecurity is addressed in the present environment. The
discussion then examines the various resources available to shape the transition and eventual full
conversion to NG9-1-1 cybersecurity programs and architectures. Again, many of the themes
underlying these discussions, and this report, are drawn from work completed or underway by
NIST, NICE, CSRIC, DHS, APCO, NENA, and other relevant authorities. Next, the TFOPA
proposes a cooperative and synergistic approach to cybersecurity for emergency
communications, including core cybersecurity services; interconnected monitoring and
mitigation; and near real-time information sharing amongst multiple levels of public safety
agencies and entities. The TFOPA also includes examples of alternative models, partnerships to
be considered, and high-level pricing estimates. The intent of this approach is to provide
recommendations for further study and to define core cybersecurity services that relate directly
to the public safety and emergency communications enterprise, including both current legacy
and future NG9-1-1 systems.

Finally, the TFOPA provides a set of recommendations to public safety leadership.
These recommendations will identify options for local leaders to make informed decisions as to
how to best integrate these services, programs, and partnerships from the PSAP, and broader
9-1-1 and emergency communications community, at the local operations level through state and
regional partners and up to potential federal level resources.

When reviewing these recommendations, readers should recognize that not every PSAP
will have the same needs, capabilities, or requirements, from either a personnel or network
perspective. With this in mind, it is important to note that there are a number of deployment
options available to PSAPs at a local operations level, as well as a number of options for
cooperative sharing of core cybersecurity infrastructure and capabilities. It is neither reasonable,
nor expected, that each PSAP nationwide would be able to implement every core cybersecurity
service, hire cybersecurity experts, and/or provide their own in-house version of those suggested
core services. Instead, as with NG9-1-1 architecture options to be discussed later in this report,
cybersecurity core services, training and capabilities will likely be a combination of the most
economic, technologically sound, and operationally effective technologies available. It is the
intent of the TFOPA to provide options and information so that PSAPs, local agencies and 9-1-1
Authorities can make intelligent choices, from the available options, based on their local needs
and capabilities.

In addition to this section of the report, the TFOPA has created three (3) appendices that
support it. The first is a set of use cases that are pertinent to PSAPs not only in an NG
environment, but also in many cases even in today’s PSAP system. The intent of these use cases
is to make apparent just how vulnerable the PSAP, and emergency communications community,
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are to cybersecurity. The second appendix is a checklist for PSAPs to perform an honest, and
thorough, self-assessment of their current cyber capabilities, gaps, and a proposed “roadmap” for
PSAPs to correct identified gaps. The third appendix includes a set of resources for PSAPs with
regard to cybersecurity. It is the hope, and intent, of the TFOPA that the following work
product will be of use to PSAPs around the Nation and to all emergency communications
partners.

4.2 Objective, Scope, and Methodology
4.2.1 Objective

The objective of the Task Force was to address the issues of increasing exposure to cyber
threats and vulnerabilities that did not exist in the legacy 9-1-1 environment, and develop
recommendations for PSAP-specific Cybersecurity practices based on the NIST Cybersecurity
Framework and other foundational resources that include the results of Federal cybersecurity
focused reports and activities of Communications Security, Reliability and Interoperability
Council (CSRIC) IV and DHS; industry specific standards bodies such as NENA, APCO, and
ATIS; and commercial industry best practices.

Part of the objectives for the Task Force was provide Public Safety specific cybersecurity
recommendations to the FCC, and a “toolkit” for use in the PSAP community. This toolkit will
allow the Commission to provide not only guidance, but also useful examples of the impacts of
Cybersecurity risks that can be placed on PSAPs. The toolkit will include:

e A realistic self-assessment guide for PSAPs to evaluate their current cybersecurity
capabilities and risks;

e A roadmap for the creation and implementation of a successful Cybersecurity
strategy that applies to local public safety levels of government up to including State
level government; and

e A list of potential resources for PSAPs and 9-1-1 Authorities to provide additional
research and fact-finding sources.

4.2.2 Scope

The scope of this work is limited to the identification of cybersecurity issues and
documentation of recommended cybersecurity practices for Public Safety Answering Points. In
the context of this work effort, a local PSAP is much more than a stand-alone entity but rather is
the connection point in a complex system of integrated networks that form the critical
infrastructure necessary to enable delivery of life saving services. As a necessity, there must be
reference to other network elements outside of the local PSAP construct. Given the scope of
Next Generation communications networks and systems as a whole, it is impossible to delve into
cybersecurity considerations for PSAPs without taking into account the existing capabilities of
the eco-system of various commercial providers who interact with public safety. These include,
but are not limited to the providers of 9-1-1 Customer Premise Equipment (CPE), Computer
Aided Dispatch (CAD), Records Management Systems (RMS), Radio/Dispatch Console, Mobile
Data, Telecommunications Networks, public safety database infrastructure, and interconnect
services at both the voice and data levels.

As a result of these interdependencies, and based in no small part on the work already
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accomplished and published by the National Institute of Standards and Technology (NIST), the
recent CSRIC IV working groups, and the Department of Homeland Security (DHS), the
TFOPA incorporated the work of these outside agencies and organizations into the proposed
recommendations to the Commission. In addition, the Task Force made an effort to keep the
scope of the research and recommendations limited to the PSAP community. Identification of
potential threats along with available mitigation strategies will be discussed. However, many of
the elements needing to be protected will be outside of the direct control of the PSAP for many
cyber threats. As a result, part of the scope of this work will also be to recognize and/or identify
when an attack has occurred and these recognition steps will be included as part of the “toolkit”.

Not only the physical elements of cybersecurity will be researched and addressed, but
also the human factor is critical. As noted in much of the work already done by NIST and DHS,
the human factor is vital when preparing for and defending against cyber threats. As part of the
scope of this work, the team will explore a number of issues related to personnel security
including cyber hygiene, training, and other mitigation steps related directly to the personnel
involved with day-to-day operations and maintenance of any public safety system.

4.2.3 Methodology

The reduction of any cybersecurity framework to practice is rooted in the ability to
identify assets, owners of these assets, threats/risks to these assets, and methods to mitigate the
threats/risks. The current architecture of the PSAP as defined by the Legacy and Next
Generation PSAP checklists will serve as a starting point to understand the current PSAP
ecosystem. The architecture reflected in Section 5 also will be referenced here as the TFOPA
works to ensure “future proof” guidance recommendations for best practices.

Use cases will be used to communicate the types of cybersecurity threats to PSAPS as an
illustrative tool for demonstrated vulnerabilities or attack surfaces currently threatening PSAPs
today. Additional Use cases specific to the transitional network and the end-state NG9-1-1
network will also be identified. Finally, some forward-looking issues will be used to expand the
context of the threat to the PSAP as a result of the expansion of the public safety ecosystem.
The public safety ecosystem will include additional information sources and new “players” such
as FirstNet, healthcare providers, insurance companies, and other entities that reflect the future
emergence of the Internet of Things.

Based on review of cybersecurity frameworks and best practices from multiple sources
including NIST, DHS, CSRIC, etc., the TFOPA will develop a set of recommended PSAP
specific cybersecurity practices. These recommendations will identify resources and tools for
development of a PSAP specific cybersecurity strategy. The Task Force will also leverage the
NICE Workforce Framework to provide guidance for PSAP cybersecurity workforce
development and training plans.

4.2.3.1 Use Case Methodology

The TFOPA created four (4) public safety use cases to illustrate the importance, and
immediate need, of addressing cybersecurity in the PSAP and in 9-1-1 networks and systems. In
creating these use cases, the Task Force seeks to illustrate both existing threats and potential
future threats. The use cases presented in this report are not specific to any PSAP configuration
and they do not illustrate the numerous threat vectors that are present. In the interest of
preserving operational security no specific PSAP elements, operations, or architectures are
referenced.
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The intent of presenting these use cases is to make it abundantly clear to the 9-1-1
community, and to public safety in general, that cybersecurity is a very real concern. By
demonstrating high level vulnerabilities and risks, it is the hope of the Task Force that these use
cases will provide public safety entities with better situational awareness, create a focus on
cybersecurity, and encourage immediate action on the part of 9-1-1 Authorities, PSAPs and
public safety entities in both educating their personnel and protecting their networks and
systems.

4.3 Currently Used Security Practices

The movement to NG9-1-1 implies a progression from legacy architecture to the future
vision. However, several elements of the future vision are not practical or available in today’s
business environment, thereby, giving way to transitional architectures that step toward
NG9-1-1.

As detailed in Section 5 of this report, 9-1-1 solution architectures can be considered as a
progression from the legacy state to the future vision state with transitional steps in between:

e Legacy 9-1-1 Architecture
e Transitional 9-1-1 Architectures
e NG9-1-1 - NENA i3, i3 “like” 9-1-1 and IMS Architectures

While Section 5 of this report will delve into architectural options, this section of the
report will not consider each option individually. Instead, this section will address cybersecurity
from an enterprise point of view. PSAPs, 9-1-1 Authorities and local agencies will then have
information from both sections of this report to help address ways to defend their architecture
choice regardless of what that specific choice is.

The TFOPA will begin the discussion of cybersecurity options by describing current
cybersecurity practices in use today. PSAPs, 9-1-1 Authorities and agencies at all levels should
consider a review, and implementation, of these practices immediately as they apply to current
networks and systems.

4.3.1 Current PSAP environment — Cybersecurity Today

In this section, the TFOPA provides information on the current cybersecurity practices
taken to protect Legacy and in some cases transitional PSAPs by existing commercial providers.
Additionally, the NCF, the NICE Workforce Framework, and the work of CSRIC 1V Working
Group 2A provide insight into relevant security issues and are critical to current as well as future
operations.®> These documents are discussed in detail later in this report.

4.3.1.1 Overarching Information Security Management System (ISMS)

The ISMS is a set of policies concerned with information security management or
information technology related risks. The governing principle of the ISMS is that an
organization should design, implement and maintain a coherent set of policies, processes and
systems to manage risks to its information assets, thus ensuring acceptable levels of information

3 [Cybersecurity Best Practices, March 2011]
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security risk.*

4.3.1.2 Documented Policies, Procedures and Controls in support of the
ISMS

Documentation of the policies, procedures, and controls of the ISMS are necessary to
ensure completeness, facilitate training, and measure effectiveness. This documentation is
subject to regular update and revision as an ISMS must adapt to changes in both organization
(participants) and the external environment (Systems/assets).

4.3.1.3 Compliance

A clear understanding of all applicable information security requirements is imperative
to ensuring compliance. Regular internal and/or external audits are conducted to measure
compliance with all laws, regulations, customer requirements, and subscribed best practices.

4.3.1.4 Awareness

A training program is established to ensure that participants are educated on the ISMS
and their roles and responsibilities in execution. Best practices dictate that ongoing education
using refresher training should also be augmented with alerts, reminders and tips as part of an
overall security awareness program.

4.3.2 Access Control

Regarding rights and permissions, NENA 04-503 states, “It is important to understand
the difference between a right and permission:

e Arright is a property that is assignable to a user or a group, which will either allow or
deny them the ability to perform an action. A good example of this is the ability to
install a printer on a computer; this is an allowable right that can be assigned.

e A permission, on the other hand, grants or denies access to an object or resource.
This would allow a basic user to see only their files while allowing management to
see all of the files.”

4.3.2.1 Policy identifies proper approval based on access gates and ratings

The organization should maintain a simple, useable structure, which can be administered
by the fewest number of personnel possible. They should grant rights only to those who need
them. There should be classes of security levels (e.g. general use, network administrator, etc.)
and these roles are assigned pertinent access control.

4.3.2.2 Physical Security — Limited access and based on need to know

The organization should establish an acceptable use and access policy. All equipment
should be housed in secure environments that only allow key card access to authorized
personnel. All entry and egress from secure facilities should be logged. Only those authorized
should be allowed access to secure facilities and all visitors must be escorted. Remote access to

* See "Security management system’s usability key to easy adoption". sourcesecurity.com.
® See: http://c.ymcdn.com/sites/www.nena.org/resource/resmgr/Standards/NENA_04-
503.1_Network_System.pdf
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systems should be controlled via the appropriate passwords and certificates.
4.3.2.3 Human Resources

Human Resource (HR) procedures should be developed to include preventative measures
such as background checks. Procedures should acknowledge that job rotations might necessitate
the need for modifying the access of the rotated personnel. The organization should have
termination procedures that include returning of all keys, pass cards and sensitive material. The
organization should have a code of conduct that outlines expectations of its personnel.
Additional workplace policies may be required that are specific to the organization’s function.

4.3.3 Security Controls

What follows are specific methods for protecting information assets.

4.3.3.1 Business Continuity Plan/Disaster Recovery (BCP/DR)

The protection of information assets must include a detailed plan for business disruptions
and instructions for recovery and resumption. This includes the identification of information
security concerns in emergency situations.

4.3.3.2 Geo-diverse in Active/Active or N+1 computing element
configurations

The availability of information needs to be addressed according to the criticality of the
information. For mission critical information and services, geo-diverse sites should be
considered. For non-essential information or services, a back-up of the information may be
sufficient.

4.3.3.3 Media Handling

Controls for classification, labeling and treatment of all forms of media should be
implemented. The organization should implement a removable media policy that restricts the use
of or controls the use of removable media such as USB drives, external hard drives, etc. For
transportation, media or devices containing sensitive information must be marked as such and
hand delivered by the custodian. However, if there is an overriding business need to do
otherwise, then with appropriate approval, it may be shipped in sealed packages utilizing
recorded/certified delivery.

4.3.3.4 Incident Management

The ability to identify and respond quickly to an incident is essential to effective
security. Incident management capability for security incidents includes preparation, detection
and analysis, containment, eradication, and recovery.

4.3.3.5 Testing

Testing of configuration ensures that the security controls in place are effective. Testing
can include penetration testing, application testing, BCP/DR tests, and control effectiveness.

4.3.3.6 Vulnerability Management

Regular scans for vulnerabilities should be run against the information system and hosted
applications and when new vulnerabilities potentially affecting these system/applications are
identified and reported. Hardening standards are used to ensure a secure configuration and
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enumerate improper configurations. The remediation of legitimate vulnerabilities identified
should be prioritized according to the severity of the risk.

4.3.4 Internal network security and monitoring

Intrusion Detections Systems/Intrusion Prevention Systems are used to identify and/or
prevent malware from getting to an organization’s systems. External monitoring is the
observation of events occurring at the information system boundary (i.e., part of perimeter
defense and boundary protection). Internal monitoring is the observation of events occurring
within the information system.

4.3.4.1 Internal network security, Private DNS (internal facing only)

The information systems that collectively provide name and/or address resolution service
for an organization implement internal/external role separation. This can ensure Domain Name
System (DNS) servers with internal roles only process name and address resolution requests
from within organizations (i.e., from internal clients).

Network segregation can further reduce the attack surface of organizational information
systems. Isolation of selected information system components is also a means of limiting the
damage from successful cyber-attacks when those attacks occur. This Defense in Depth
approach improves the ability of the defender to identify and mitigate an attack before it has a
chance to impact overall operations.

4.3.4.2 External network connections

Network firewalls and Session Border Controllers should always be implemented
whenever there is any access from external networks. Specific care should be taken if the access
is from the Internet to prevent intrusion attacks such as Distributed Denial of Service (DDOS).
Secure Virtual Private Networks (VPNS) are the current preferred method for providing external
access into the systems. All computers that have external access (e.g. to the Internet) must
incorporate the latest virus software. Section 5.1 of NENA’s 08-003 specification identifies
specific firewall and Session Border Control functions necessary to facilitate secure access.

4.3.4.3 Network Entry Point Security

PSAP networks currently have multiple connection points from external, public
networks. Specifically, the PSTN (including wireline, wireless and VolIP) and the Internet are
used extensively to deliver information to and from PSAPs. These public network entry points
are secured at the point of entry using various technologies and filters as described below:

1. SS7 messaging management/filtering (protects call control components) is
implemented at the Signal Transfer Point (STP). The purpose is to ensure that only
messages specifically required for emergency services implementations are allowed
to pass.

2. |IP data entry points (Session Initiation Protocol (SIP) for NextGen) use Border
Control Functions (BCFs), including Session Border Controllers, Firewalls, packet
filtering, message type limitations, encryption and secured authenticated external
interfaces.

3. All ingress and egress paths are secured; communication occurs only between pre-
authenticated entities. All ingress traffic to the system enters via a firewall or
Session Border Controller. All connectivity is prearranged via a Network-to-Network
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Interface (NNI) agreement. Connectivity should be secured and encrypted via VPNs
or Internet Protocol Security (IPSEC) tunnels.

All communication of sensitive data is encrypted. Transport Layer Security (TLS)
must be used for transmission between network elements to encrypt the message. In
addition, IPSEC may be used to manage internetwork connections.

Subnetworks for publicly accessible system components are implemented. The
subnetworks are physically and/or logically separated from internal organizational
networks.

The information system at managed interfaces denies network communications
traffic by default and allows network communications traffic by exception.
Applicable to both inbound and outbound network communications traffic, a deny-
all, permit-by-exception network communications traffic policy ensures that only
those connections, which are essential and approved, are allowed.

4.3.5 Transitional NG9-1-1 Architectures

As previously noted, this section of the report will not delve into specific architecture
discussions. However, in order to mirror the approach reflected in Section 5, it is noted that in
addition to the legacy 9-1-1 networks, and related cybersecurity practices, transitional NG9-1-1
architectures do exist, and will continue to be deployed and evolve. Several aspects of the
NENA i3 architecture are barriers to immediate implementation. Primarily, OSPs are not
prepared today to deliver 9-1-1 calls via IP technology with location information to 9-1-1
Service Providers. Transitional NG9-1-1 architectures have been defined that allow the
movement to NG9-1-1 to begin. Two basic forms of transitional architectures exist:

IP Selective Router (IPSR): An IPSR transition architecture replaces the legacy
Selective Router (SR) with an IP infrastructure and continues to process 9-1-1 calls
based on the callers Automatic Number Identification (ANI) and a mapped
Emergency Services Number (ESN). This approach allows the retirement of legacy
selective routers with an IP infrastructure that is programmable and expandable to
support the NENA i3 algorithms. The IPSR approach utilizes several of the
“gateway elements”, or protocol conversion elements, also deployed in the NENA i3
transitional architecture.

NENA i3 Transitional Architecture: For the purposes of this report, the transitional
architecture will be treated in the same manner as a fully deployed NG9-1-1 network.
Since the transitional architecture, which is fully discussed in Section 5 of this report,
includes IP connectivity at some levels, and IP capabilities in the PSAP, it is
important to defend this architecture in the same manner as any other IP network.
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Figure 4-1 - NENA i3 Transitional NG9-1-1 Architecture
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4.3.6 IMS and ESlnets

Portions of the content and the figure contained in this section have been reproduced
from ATIS-0700015.v003 with permission from the Alliance for Telecommunications Industry
Solutions (ATIS).

One of the major drivers in the advancement of communications technology as it relates
to 9-1-1 is the deployment of IMS based networks and systems. Since Section 5 of this report
does not address IMS as it relates to ESInets and NG9-1-1 systems, and since these networks
will interface with both legacy and NG9-1-1 systems, they will need to be considered as part of
the overall cybersecurity plan. Therefore, the TFOPA offers the following information with
regard to IMS and ESlnets.

“The purpose of the ATIS-0700015.v003 standard is to enable deployment in North
America of support for Multimedia Emergency Services (MMES) calls in the IP domain from
originating networks that conform to The 3" Generation Partnership Project (3GPP) IMS
specifications. The standard is intended to complement the NENA i3 standard [Ref 100] and to
define any changes and limitations to the 3GPP IMS solution that are needed for operation in
North America.

The emergency services landscape within North America requires a greater level of
detail than what has been specified in 3GPP. The ATIS document provides additional details to
the 3GPP specifications with respect to emergency services for North America, specific to
interconnection to both legacy emergency service networks and next generation emergency
services networks.

North American IMS-based origination networks originate emergency calls (which
include steps taken by the originating device and network elements) and route such calls to a
NENA i3/NG9-1-1 ESlnet (initial ingress ESInet) or legacy Selective Router. As part of call
handling within the IMS origination network, the location (or an estimated location) of the
originating device is determined and used to route the call to an appropriate ESInet entry point
or to a legacy Selective Router. This location, or an updated and possibly more accurate version
(via re-bid), can be made available to PSAPs for dispatch.

This standard identifies the types of media that can be delivered to each type of
emergency services network, i.e., legacy emergency services network and a NENA i3 ESlnet.
For example, voice, GTT, and session-mode text can be delivered to a legacy emergency
services network via interworking. All types of media can be delivered to a NENA i3 ESlnet.

This document describes IP emergency call support for IMS networks and includes
North American-specific requirements, e.g., on Reference Identifier assignment and location
support, that in 3GPP documents are more generic. The document concentrates on common
IMS-based origination networks supporting all classes of service; IMS aspects are mostly
access-independent and not limited to mobile.

In the North American architecture, the emphasis is on the relationship between the
originating IMS network and the interconnected emergency services network, rather than the

® ATIS Standard for Implementation of 3GPP Common IMS Emergency Procedures for IMS Origination
and ESlInet/Legacy Selective Router Termination (ATIS-0700015.v003). © 2015 Alliance for
Telecommunications Industry Solutions (ATIS). A copy may be obtained via
https://www.atis.org/docstore/product.aspx?id=28140.
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PSAP. For example, emergency calls destined for legacy PSAPs may be directed from the
originating IMS network to a Selective Router in a legacy emergency services network or to an
Emergency Services IP Network (ESInet) that hosts legacy PSAPs. Emergency calls destined for
IP-capable PSAPs are directed from the originating IMS network to an ESlInet. Thus, in North
America, it is the capabilities of the interconnected emergency services network that influence
call handling within the IMS originating network, rather than the specific capabilities of the
PSAP to which the call will ultimately be delivered.

For calls to a NENA i3 ESlnet, calls may be delivered with the location of the caller
(location-by-value [LbyV]) or a location Uniform Resource Identifier (URI) (location-by-
reference [LbyR]) using a Reference Identifier that the ESInet may use to query the Common
IMS Network for the location. The NENA i3 ESInet may query both during call set up and after
the call has reached the PSAP.

If the Common IMS Network needs to acquire the location, it may do so via a Location
Server (LS). The characteristics of the LS may differ based upon the class of service. For
example, for mobile calls, the Common IMS Network may query location determination
equipment via the Location Server.

Once the Common IMS Network has location, it must select the appropriate emergency
services network where the call will be delivered. The LRF may use internal processes to access
an integrated Routing Determination Function (RDF) to do this or it may interrogate an external
RDF. Emergency calls may be delivered either to a NENA i3 ESInet, or to a legacy Selective
Router.”

Figure 4-2, extracted directly from the ATIS Standard, illustrates an expanded
architecture that takes into account the network elements of NENA’s i3 architecture and legacy
emergency services network. Except for the IMS network interfaces to the emergency services
network, the emergency services network architecture is out of scope and is shown for
informational purposes. For simplicity, the Common IMS Network shown does not include all
IMS network elements. The Common IMS Network supports a variety of access types with
mobile, nomadic, or fixed user equipment. The Common IMS Network delivers each call to
either a legacy emergency services network or a NENA i3 ESlInet. Calls destined for a legacy
emergency services network are delivered from a Media Gateway Control Function (MGCF) to
a Selective Router.

" ATIS-0700015.v003, Applying common IMS core elements to ESINet architecture
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Figure 4-2 - IMS to ESINet diagram

It is important to consider the inclusion of IMS based systems, such as those already
deployed by national carriers in the United States, and the integration of those systems into both
legacy and NG9-1-1 infrastructures. While the IMS to ESlInet standard is generally
complimentary to the i3 approach, there are enough differences that the TFOPA believes public
safety leaders should include IMS based systems and elements in their decision making process.
Additionally, as FirstNet will be an IMS based system, comprised of multiple ESInets and will
interface directly and indirectly with PSAPs at an operational level, cybersecurity planning
which includes consideration of IMS elements is crucial.

4.4 Recommended Best Practices for Cybersecurity in both
Transitional and Fully Deployed NG9-1-1 Systems

4.4.1 NIST Cybersecurity Framework (NCF)

The NCF is a voluntary framework developed by NIST working with various
stakeholders to identify existing standards, guidelines and practices that could be integrated into
a guiding framework for reducing cyber risks to critical infrastructure. The framework core
describes a set of activities that can be used to achieve the desired cybersecurity specific
outcome. These activities are comprised of Functions, Categories, Subcategories and
Informative References described below:

Identify — Develop the organizational understanding to manage cybersecurity risk to
systems, assets, data, and capabilities. The activities in the Identify Function are
foundational for effective use of the Framework. Understanding the business context, the
resources that support critical functions, and the related cybersecurity risks enables an
organization to focus and prioritize its efforts, consistent with its risk management
strategy and business needs. Examples of outcome categories within this function
include: Asset Management; Business Environment; Governance; Risk Assessment; and
Risk Management Strategy
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Protect — Develop and implement the appropriate safeguards to ensure delivery of
critical infrastructure services. The Protect Function supports the ability to limit or
contain the impact of a potential cybersecurity event. Examples of outcome categories
within this function include: Access Control; Awareness and Training; Data Security;
Information Protection Processes and Procedures; Maintenance; and Protective
Technology.

Detect — Develop and implement the appropriate activities to identify the occurrence of a
cybersecurity event. The Detect Function enables timely discovery of cybersecurity
events. Examples of outcome categories within this function include: Anomalies and
Events; Security Continuous Monitoring; and Detection Processes.

Respond — _Develop and implement the appropriate activities to take action regarding a
detected cybersecurity event. The Respond Function supports the ability to contain the
impact of a potential cybersecurity event. Examples of outcome Categories within this
Function include: Response Planning; Communications; Analysis; Mitigation; and
Improvements.

Recover — Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
cybersecurity event. The Recover Function supports timely recovery to normal
operations to reduce the impact from a cybersecurity event. Examples of outcome
categories within this function include: Recovery Planning; Improvements; and
Communications.

The TFOPA has mapped out the recommended level of operation that should be involved
in each of the five key areas identified in the NCF. In the Figure 4-3 below, the Task Force has
detailed both the recommended level for implementation and high-level requirements to achieve
implementation at the appropriate level.
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Category
Function Unique Category Implementation Level Recommended Action Plan
Identifier

Function Unique

Identifier

Inventory all resources throughout systems internally and externally. This should include at a
minimum all data, hardware, software, and networks.

Identify and document functions, processes, and entities within the support structure of your
ID.BE Business Environment PSAP or 911 Authority systems. This would include contracts, business agreements, mutual aide agreements,
purchasing processes, service providers, vendors, contractors, etc.

_ ID.GV Governance PSAP or 911 Authority Identif}/ and document applica!f)le jurisdictional requirements, laws, regulations, or standards
ID Identify regarding the systems or functions they support.

Evaluate the data gathered, Identify Business and Governance constraints, Categorize data
and resources, ldentify what is to be protected.

Documentation of the policies, procedures, and controls are necessary to ensure
completeness, facilitate training, and measure effectiveness. This should include the creation
of response plans, recovery plans, continuity of operations plans, data destruction plans, data
retention policies, and technical configurations.

Using the output of the risk assessments, vulnerability management data, and information
security requirements establish the correct security controls for the environment.

ID.AM Asset Management PSAP or 911 Authority

ID.RA Risk Assessment PSAP or 911 Authority

ID.RM Risk Management Strategy PSAP (or 911 Authority) and EC3

PR.AC Access Control PSAP or 911 Authority

Implement awareness and training program policy. This should be developed to include and

PR.AT Awareness Training PSAP or 911 Authority N . i .
consider roles and responsibilities. Use multiple channels to communicate the program.

Data should be protected in transit and at rest if deemed critical or sensitive. This can be
PR.DS Data Security PSAP (or 911 Authority) and EC3 done through various methods and systems using encryption and various other security
controls.

Security policies (that address purpose, scope, roles, responsibilities, management

PR Protect PR.IP Information Protection Proc. & Proc. PSAP or 911 Authority commitment, and coordination among organizational entities), processes, and procedures are
maintained and used to manage protection of information systems and assets.

Maintenance and repairs of industrial control and information system components is

PR.MA Maintenance PSAP or 911 Authority R N L
performed consistent with policies and procedures.

Technical security solutions are managed to ensure the security and resilience of systems
and assets, consistent with related policies, procedures, and agreements. Technologies
should include at a minimum strong authentication processes, hardening of systems,
firewalls, border control functions at ingress and egress points of the networks, encryption,
intrusion detection, intrusion prevention, antivirus, anti-malware, bandwidth shaping, access
control lists, etc.

Record and communicate to the appropriate and identified channels anomolies and events
DE.AE Anomalies and Events EC3 that exceed predetermined thresholds. Those identified channels will detemrine if a response
is needed based on the information relayed.

PR.PT Protective Technology EC3

Detect The information system and assets are monitored at discrete intervals to identify

DE.CM Security Continuous Monitoring EC3 N N N .
cybersecurity events and verify the effectiveness of protective measures.
DE.DP Detection Processes EC3 Detection processes and procedures are maintained and tested to ensure timely and
adequate awareness of anomalous events.
RS.RP Response Planning £C3 Response processes ar.ld procedures are executed and maintained, to ensure timely response
to detected cybersecurity events.
RS.CO Communications £c3 Re_sponse activities are coordinated with internal and ex_ternal stakeholders, as appropriate,
to include external support from law enforcement agencies.
. Evaluate the data gathered from the detection and protection systems. Analysis is conducted
RS Respond RS.AN Analysis EC3 8 P . 4 4
to ensure adequate response and support recovery activities.
e . Activities are performed to prevent expansion of an event, mitigate its effects, and eradicate
RS.MI Mitigation EC3 it P prev xpansi v itigate | '
the incident.
Organizational response activities are improved by incorporating lessons learned from
RS.IM Improvements EC3 8 “ N P . P Lo Y L3 g
current and previous detection/response activities.
Recove rocesses and procedures are executed and maintained to ensure timel
RC.RP Recovery Planning EC3 v p P \

restoration of systems or assets affected by cybersecurity events.

Recovery planning and processes are improved by incorporating lessons learned into future
RC Recover RC.IM Improvements EC3 activities. Documented issues or difficulties identified during the recovery process are added
into the Risk Management Strategy.

Recovery activities are communicated to internal stakeholders and executive and
management teams.

RC.CO Communications EC3

Figure 4-3 - NIST Framework Core with Implementation Levels
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4.4.2 Security Considerations for Applications (Apps) Interfacing To/With
Public Safety

The NIST hosted a half-day workshop earlier this year and has released a summary
document reflecting input from attendees such as public safety practitioners, mobile application
developers, industry experts, and government officials, who contributed their experience and
knowledge to a discussion identifying security requirements for public safety mobile
applications.2 The NIST summary is offered only as reference and does not represent any
endorsement by the TFOPA of the work product. Much more work needs to be done in the
defining these requirements and appropriate metrics and safeguards if mobile device Apps are to
be connected into and allowed to interface with public safety networks.

4.4.3 ldentity Credentialing Access Management (ICAM)

ICAM encompasses standardized core capabilities to be able to identify, authenticate,
and authorize individuals and provides appropriate access to resources, which is the lynchpin to
the success of the national cybersecurity initiative. Detailed in this section are the high level
ICAM goals and objectives, and a reference to the Federal implementation model (FICAM).

The FICAM information detailed in the following section is derived, or directly sourced,
from Federal ICAM documents and the NIST Special Publication 800-63-2. The information
referenced below provides public safety officials with insight into federal initiatives aimed at
securing government systems through the establishment of credentialing and management
techniques.® The information provides potential modeling for local authorities and is intended
only as a reference and education source.

The intent of the ICAM discussion in this report is not to suggest that local, regional, or
State agencies be required to utilize any type of Federal single user, single sign-on approach.
Rather, the intent is to provide an education as to the need for identity control and access
management at all levels of interface.

4.4.4 ICAM Goals and Objectives

The goals and objectives in this section were created as part of the ICAM segment
architecture development effort. While they primarily focus on the role of the Federal
Government in achieving the ICAM end-state, other key stakeholders have a crucial role in
enabling interoperability and trust across the ICAM landscape to accomplish secure information
sharing outside of the Federal Government boundaries. These stakeholders include external
business and commercial entities wishing to conduct business with the Federal Government and
state, local, and tribal governments that require information exchanges to meet mission needs.

4.4.5 ICAM Intersection

Understanding that the ICAM programs have many areas of overlap is crucial to the
overall success of these programs. There are many common elements associated with each of the
areas addressed in the previous sections, including physical and logical access components,
digital identities and attributes along with the systems that store them, and the workflow

8 Public Safety Mobile Application Security Requirements, Workshop (2/25/2014), available at
http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8018.pdf.
*http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_G
uidance_v2%?200_20111202_0.pdf


http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8018.pdf
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_Guidance_v2%200_20111202_0.pdf
http://www.idmanagement.gov/sites/default/files/documents/FICAM_Roadmap_and_Implementation_Guidance_v2%200_20111202_0.pdf
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solutions that enable strong and dynamic processes. In fact, one of the primary dependencies
across both the credentialing and the access control environments is the presence of accurate
identity and attribute information necessary to bind the digital representation of an entity to a
credentialed, user accounts, and access privileges. (While access can be granted based on
provisioned identifiers, roles, other attributes or policy-based decisions based on several
contextual data points, the access decision must correspond to the correct digital identity.)

As the necessity to complete transactions across networks with higher levels of assurance
increases, so too does the need for the identity to be tied strongly and simultaneously to its high
assurance credential, authoritative attributes, and access privileges. These overlaps demonstrate
the intersection of identity, credential, and access management. Due to the size and complexity
of the programs and functions related to the ICAM, the following challenges have emerged to
the adoption of a consistent approach to the ICAM implementation, including:

e Lack of standardized terminology. The traditionally stove-piped nature of ICAM
initiatives has driven community-specific definitions.

e Pressure to decrease redundant processes, data stores, and IT investments while
increasing efficiency.

e Demand associated with quickly increasing the Return on Investment (ROI)
associated with any ICAM infrastructure investment.

e Dependency on other organizations to adopt enabling technologies and processes that
would enable secure cross-use of credentials and identity data.

e Need to establish impromptu areas that securely manage accurate identification and
access control in order to accommodate emergency response scenarios.

o Differing levels of maturity for policies, processes, and technologies across
departments and agencies who share common business needs

The goals and priorities of each agency vary and therefore affect the rigor in which the
ICAM goals are addressed. The first step to addressing these challenges is to view ICAM
holistically instead of viewing it as separate disciplines. The same is true of the existing stove-
piped programs across the Federal Government that have been implemented to address separate,
but related initiatives. A comprehensive, coordinated approach to the ICAM will help to resolve
the significant IT, security, and privacy challenges facing multiple levels of government.

When properly aligned, the ICAM creates a basis for trust in securely enabling electronic
transactions, which should include secure access to facilities and installations. Just as identity,
credential, and access management activities are not always self-contained and must be treated
as a cross-disciplinary effort, the ICAM also intersects with many other IT, security, and
information sharing endeavors. Some of the most relevant of these include privacy impacts of
the ICAM segment architecture, implementation considerations for network and device
authentication, and ICAM as a component of information sharing. However, many of these
overlapping and dependent disciplines are too broad and far-reaching to be covered in this
document. It is expected that the ICAM will touch many initiatives not specifically and will be
incorporated into holistic agency plans for their Enterprise IT, Mission and Business Service
Architectural Segments.
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Figure 4-4 - ICAM "Big Picture"

4.4.6 FICAM Roadmap and Implementation Guidance

January 2016

The Federal ICAM roadmap outlines strategic vision for identity, credential, and access
management efforts within the Executive Branch of the Federal Government and demonstrates
the importance of implementing the ICAM segment architecture in support of five overarching
goals and the related objectives. These goals and objectives are listed in the figure below.
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Figure 4-5 - Federal ICAM Roadmap
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4.4.7 Value Proposition

The ICAM segment architecture establishes the foundation for trust and interoperability
in conducting electronic transactions both within the Federal Government and with external
organizations. It encompasses the core capabilities to be able to identify, authenticate, and
authorize individuals to provide appropriate access to resources, which is the lynchpin to the
success of the national cybersecurity initiative.
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Figure 4-6 - Levels of Identity Assurance
4.4.8 ldentity Management

Identity management is the combination of technical systems, policies, and processes
that create, define, govern, and synchronize the ownership, utilization, and safeguarding of
identity information. The primary goal of identity management is to establish a trustworthy
process for assigning attributes to a digital identity and to connect that identity to an individual.
Identity management includes the processes for maintaining and protecting the identity data of
an individual over its life cycle. Additionally, many of the processes and technologies used to
manage a person’s identity may also be applied to Machine-to-Machine (M2M) communications
to further security goals within the enterprise.

As part of the framework for establishing a digital identity, proper diligence should be
employed to limit data stored in each system to the minimum set of attributes required to define
the unique digital identity and still meet the requirements of integrated systems. A balance is
needed between information stored in systems, information made available to internal and
external systems, and the privacy of individuals. In the context Public Safety and 9-1-1
Authority operations, this equates to the establishment of an enterprise identity, defined as the
Public Safety Enterprise network. This is key from the PSAP level up through any proposed
cybersecurity core architecture and into the Federal space. From the local perspective, this
would involve the physical verification of an individual to be granted access, usually done as
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part of the onboarding and background check process, and issuance of a user name, password
and some form of token or additional authentication mechanism. This approach is commonly
referred to as multi-factor authentication and it is highly recommended that it be implemented in
each PSAP, along with defined interfaces from the PSAPs to any core NG9-1-1 services, to
ensure uniform, controlled, and protected access. The following section discusses credential and
access management in more detail.

4.4.9 Credential Management

According to the NIST Special Publication 800-63 (NIST SP 800-63), a credential is, an
object that authoritatively binds an identity (and optionally, additional attributes) to a token
possessed and controlled by a person. Examples of credentials are smart cards, private/public
cryptographic keys, and digital certificates. The policies around credential management, from
identity proofing to issuance to revocation, are fairly mature compared to the other parts of
ICAM.

4.4.10Access Management

Access management is the management and control of the ways in which entities are
granted or denied access to resources. The purpose of access management is to ensure that the
proper identity verification is made when an individual attempts to access security sensitive
buildings, computer systems, or data. It has two areas of operations: logical and physical access.
Logical access is the access to an IT network, system, service, or application. Physical access is
the access to a physical location such as a building, parking lot, garage, or office. Access
management leverages identities, credentials, and privileges to determine access to resources by
authenticating credentials.

Logical and physical access is often viewed as the most significant parts of the ICAM
from a ROI perspective. To maximize that return, a successful access management solution is
dependent on identity, credentials, and attributes for making informed access control decisions,
preferably through automated mechanisms. This approach enables an Access Management
initiative to promote security and trust and meet business needs while achieving the envisioned
value.

4.5 NICE Workforce Framework

The National Initiative for Cybersecurity Education (NICE) developed a National
Cybersecurity Workforce Framework (Workforce Framework) to define the cybersecurity
workforce and provide a common taxonomy and lexicon by which to classify and categorize
workers. The Workforce Framework lists and defines specialty areas of cybersecurity work and
provides a description of each. Each of the types of work is placed into one of seven overall
categories. The Workforce Framework also identifies common tasks and knowledge, skills, and
abilities (KSA's) associated with each specialty area.°

Workforce planning is a systematic way for organizations to determine future human
capital requirements (demand), identify current human capital capabilities (supply), and design
and implement strategies to transition the current workforce to the desired future work state.
Effective workforce planning highlights potential risk areas associated with aligning the

10 A comprehensive application of the Workforce Framework is beyond the scope of TFOPA. Reference
material and additional tools for the Workforce Framework can be found on the National Initiative for
Cybersecurity Careers and Studies (NICCS) website found at: https://niccs.us-
cert.gov/training/tc/framework
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workforce to work requirements. Applied correctly, workforce planning allows organizations to
adjust resources to meet future workloads, patterns of work, and fundamental changes in how
work is accomplished. A workforce planning approach must fit the needs of a specific
organization and account for unique characteristics of the cybersecurity profession. An example
workforce planning process is illustrated below:

Phase 1 Phase 2 Phase 3 Phase 4
Define and Identify Conduct Supply Conduct Demand and wggzg{eg
Workforce Analysis Gap Analysis Planning
*Collect workforce data +Use statistical tools to *|dentify future demands for *Develop and implement an
from Human Resource cenduct a workload workforce needs action plan with a detailed
Information Systems analysis to understand *Use historical and current timeline and phased
{HRIS) and other sources work performed data to analyze trends, approach
«|dentify functional *Determine workforce and mode! data *Create feedback
positions/roles capabilities needed to *Conduct a gap analysis on mechanisms
*Develop competency/ accomplish work current and future supply/ *Determine which
skills, proficiency levels *Creale analytical tools to demand employees will own
«Validate data with HR depict characteristics #|dentify workforce process and train them to
Managers, Supervisors *Validate outputs with objectives and determine continuously employ
organization workforce development viorkforce planning
«Conduct supply analysis to strategies process
determine strengths, risks,
gaps

Figure 4-7 — Workforce Planning Process

The first step in workforce planning, Define and Identify, emphasizes the collection of
workforce data that defines the workforce and the identification of positions/roles within the
workforce with specific role based competencies and proficiency levels. This activity in turn
establishes the knowledge, skills, and abilities (KSAS) that are the attributes required to perform
a job and are generally demonstrated through qualifying experience, education, or training.

As a prescriptive example to Define and Identify Workforce, Task Force members
reviewed job titles, roles and skills to assess the NICE Framework labor categories, scope of
work, and information technology skills most closely associated with each. While PSAPs
generally do not have a single consistent model for job titles, a generalized set of job titles were
mapped to labor categories with identification of required skills and recommended training
based on the NICE Workforce Framework. The results are captured in the Table below as a
baseline example of application of the Workforce Framework to Public Safety:
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PSAP job titles: Category Scope of Work Required Skills (IT Related) Example Training
Director/Administrator Oversight and Administer the telecommunications and Emergency Operates computers and AV equipment | Cyber Hygiene
Development Medical Dispatch functions of the Bureau of Emergency as needed. Cybersecurity for
communications thru planning both short and long-term Managers

goals. Analyze and develop staffing plans based on
historical data in order to revise or develop operational
policies and procedures.

Deputy Director, Oversight and Direct support to the Director/Administrator in the Operates computers and AV equipment | Cyber Hygiene

Operations Manager, Development management of the telecommunications and Emergency as needed. Cybersecurity for

Technical Manager, Medical Dispatch functions of the Bureau of Emergency Managers

Radio Systems Manager communications thru planning both short- and long-term - Network +
goals. Analyze and develop staffing plans based on Additional system specific IT skills - Security +
historical data in order to revise or develop operational driven by organizational responsibility | - IR Framework
policies and procedures. that would define specific scope of - CISSP

Dependent on organization of the department/agency, additional recommended training.

deputy directors may have specific responsibilities
involving one or more of operations, technology, training,
radio networks and systems, quality assurance.

Administrative Administrative Under the supervision of the Director, performs a variety of | Operates computers and AV equipment | Cyber Hygiene
Assistant support administrative support tasks and reviews and processes as needed.
warrants. Drafts and types various correspondence,
maintains accounting records, gathers data and prepares
reports. Attends meetings and takes minutes.

Case Review & Oversight and Provides assistance to the Emergency Medical Service Operates computers and AV equipment | Cyber Hygiene
Evaluation Development (EMS) Medial Control Board in determining if correct as needed. Cvbersecurity for
Specialist/Quality protocol was used in handling of medical calls, respond to M)gna ors y
Assurance Manager complainants, and to serve as a liaison between the Medical g

Control Board, the Bureau of Emergency Communication
and all public safety emergency agencies.

Data Processing Oversight and Summarize the collection and verification of location data Operates computers and AV equipment | Cyber Hygiene
Supervisor, MSAG Development and make recommendations for inclusion in the E9-1-1 and | as needed. Uses database management Cvbersecurity for
Coordinator /Location NG-9-1-1 transition of telephone and GIS databases. systems. Monitors calls for addressing M{ma ors y
Services Administrator, Checks and monitors accuracy of GIS data collected in the | accuracy and initiates reports of 9
Field Representative field. Performs data comparisons to sync telephone and incorrect information to assure database | - Security +

GIS databases. Accomplish and maintain a mapping update

database to be used for emergency response directions.
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PSAP job titles:

Category

Scope of Work

Required Skills (IT Related)

Example Training

Public Safety
Answering Point
Supervisor

Oversight and
Development

Supervises subordinate field representative employees
(dispatchers, call takers, and/or Telecommunicators; see
below) in the daily operations of their sections to achieve
agency objectives. Responsible for understanding the
technologies and workflows for the data operations support
section.

Operates the computerized phone
system for E9-1-1, NG9-1-1.
Operation of TTY/TDD

Operation of Text 9-1-1 systems
Monitors 9-1-1 data to get real-time
information about emerging threats.

Cyber Hygiene
Cybersecurity for
Managers

Police, Fire, EMS

Operate and

Operate emergency telecommunications computerized

Operates the computerized phone

Cyber Hygiene

Development

Emergency communications related classes in order to
maintain an enhanced service to the public. Review
supervisors and Telecommunications Specialists work
performance, perform annual evaluations on supervisory
and training staff and make recommendations for salary
increases.

maintain proficiency and ensure
conformance to standards

maintains employee training records for
certification and performance
Administers in-house testing and leads
interview panel for selected applicants

Dispatcher / 9-1-1 Call | Maintain console system, to receive, assess, make judgment, and system for E9-1-1, NG9-1-1. Cybersecurity for
Taker / Public Safety forward to appropriate emergency service providers Operation of TTY/TDD Managers
Telecommunicator emergency requests for police, fire or medical assistance. Operation of Text 9-1-1 systems

Provide life-sustaining instructions for medical patients Monitors 9-1-1 data to get real-time

until the arrival of responding medical personnel. Follows | information about emerging threats.

strict Division, state, and national standards and policies.
Public Information Operate and Create and Maintain a media campaign to educate the Operates computers and AV equipment | Cyber Hygiene
Representative Maintain public about E-9-1-1 as needed.
Training Coordinator Oversight and Plan, develop, and monitor training programs in a variety of | Training programs for PSAP staff to Cyber Hygiene

Cybersecurity for
Managers

Page 51 of 222




Final Report

January 2016

term strategies. Analyzes, develops, and approves
applications for grant funds to support new GIS tech.
Develops and manages GIS projects as assigned.

and objectives

Monitors operational activities for
efficient and effective allocation of
resources.

Manages personnel in the Special
Operations section

Coordinates interagency GIS data
transfer and maintenance

Manages the design, development, and
maintenance of custom software for
DESC special operations

PSAP job titles: Category Scope of Work Required Skills (IT Related) Example Training
GIS Administrator Operate and Manages GIS objectives by authorizing and directing Authorizes the development of Cyber Hygiene
Maintain implementation of policies and procedures to meet long- statewide advanced GIS policies, goals | - Security +

GIS Technicians/
Cartographers

Operate and
Maintain

Performs public safety and ER mapping activities utilizing
geospatial tools and equipment to support division.

Develops and maintains GIS
components

Provides data management for GIS
components

Recommends policies and procedures
Supervises and trains employees in the
use of various GIS systems

Utilizes a variety of databases

Cyber Hygiene
- Security +

IT Manager/Director

Oversight and
Development

Administers all aspects of agency-wide technology
solutions in support of the agencies core and ancillary
functions under the direction of Division Director. Senior
IT manager for the Technical Support Unit. Manages all
aspects of agency data operations including 9-1-1
Telephone Database, 9-1-1 GIS Database, and
implementation of NG9-1-1 and the ENS.

Authorizes Policies and Procedures for

design and administration of Databases.

Plans and Evaluates E9-1-1 HW & SW
solutions. Evaluates trends in
communications.

Makes recommendations on HW&SW
Directs assigned managers and
supervisors to coordinate team
resources. Evaluates IT & IP
communications to ensure productivity
of assigned resources

Cyber Hygiene
Cybersecurity for
Managers

- Network +

- Security +

- IR Framework
- CISSP
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Technician

client workstations, servers, domain controllers, shared
printers, cables, and routers, radio system controllers, RF
network components, cable and fiber systems and other
related communications systems. They maintain network
equipment, applications, data and user interfaces and
workstations as well as troubleshoot local and wide area
networks.

Radio equipment configuration,
maintenance and troubleshooting

PSAP job titles: Category Scope of Work Required Skills (IT Related) Example Training
Network Administrator | Operate and Network and computer systems administrators are Network and computer system Cyber Hygiene
Maintain responsible for the day-to-day operation of voice and data operating systems, router - Network +
networks. They organize, install, and support an configurations, IP and other - Security +
organization’s computer systems, including local area communications protocol stacks, access | - IR Framework
networks (LANS), wide area networks (WANSs), network control systems, network encryption - CISSP
segments, intranets, and other data communication systems. | (VPN, SSL, etc.), network monitoring
PC Technician, Systems | Operate and They install, configure and maintain the hardware and Computer system hardware and Cyber Hygiene
Technician, Network Maintain software that comprise voice and data communications software configuration, maintenance, - Network +
Technician, Radio networks. May be responsible for network components, and troubleshooting, Land Mobile - Security +

- IR Framework

Database Administrator

Operate and

Responsible for the performance and security of databases.

Computer system hardware and

Cyber Hygiene

resources to develop plan and implement installations and
upgrades. Serves as a technical resource for junior staff and
conducts in-house training.

system and network monitoring and
performance management

Maintain The role includes the development and design of database software configuration, maintenance, - Security +
strategies, system monitoring and improving database and troubleshooting. Specific skills
performance and capacity. They may also plan, co-ordinate | focus on database architecture,
and implement security measures to safeguard the database | application development, system
backup and recovery, and database
performance indexing.
Senior Technical Operate and Designs, plans, and implements agency wide technology Computer system hardware and Cyber Hygiene
Coordinator Maintain solutions in support of the agency functions under the software, network hardware and - Network +
direction of the IT manager. Interfaces with vendors’ IT software, IP and other protocol stacks, - Security +

- IR Framework
- CISSP

Technical Support
Specialist

Operate and Maintain

Maintain current and future information technology systems,
evaluate and develop system procedures, resolve system problems
and assist in the development of training for users in a computer
environment.

Backup and restore - COOP plan
Implements agency use and security policies
and reviews for compliance

monitors, projects, and analyzes network
performance

Coordinates with IT staff to troubleshoot,
enable, or limit WAN/LAN connectivity

Cyber Hygiene
- Network +

- Security +

- IR Framework
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4.5.1 DHS Recommendations and Resources

The TFOPA representatives from the U.S. Department of Homeland Security (DHS)
contributed the following section. The DHS offers a number of optional programs and solutions
for consideration by the public safety community. While the following is included in the report,
it does not represent an endorsement of any specific program or project.

The DHS is committed to increasing the cybersecurity posture of the public safety
community and resiliency of communications networks. The Department is working with the
public safety community to identify opportunities to leverage DHS’ cybersecurity capabilities to
provide best practices and conduct analyses aimed at the unique challenges of State Emergency
Operations Centers (EOCs), PSAPs, and other critical infrastructure.

4.5.1.1 Technical Programs

The DHS offers a collection of programs and initiatives that can be applied to reduce
NG9-1-1 cyber risks. Many of these efforts support approved missions that cover Federal, State
and local users, as well as public and private critical infrastructure entities.

Cybersecurity Operations. The NCCIC is a 24/7 cyber monitoring, incident response,
and management center.!! Organizations can leverage NCCIC’s United States Computer
Emergency Readiness Team (US-CERT) for cybersecurity information and assistance.
US-CERT hosts the National Cyber Awareness System (NCAS), which offers a free,
publiclyzavailable set of cybersecurity data including emerging threat data, alerts and
reports.t

Federal, State and Local Partnerships and Forums. The DHS has formed existing
relationships across all levels of government to inform the design and deployment of
Emergency Communicationl networks. The DHS supports SAFECOM and the National
Council of Statewide Interoperable Coordinators bringing State, local, Tribal, and
Territorial perspective to a National forum. DHS has partnered with the U.S.
Department of Transportation (DOT) NG9-1-1 Program Office to facilitate education
and awareness of cybersecurity with the State and local community through the delivery
of tools and training. The DHS also facilitates the Emergency Communications
Preparedness Center (ECPC) 9-1-1 Focus Group, which is dedicated to enhancing the
resiliency of Federal PSAP operations.®® Additionally, DHS manages the Emergency
Services Sector (ESS) Cyber Working Group to evaluate cyber risks that the sector might
encounter.4

Assessments and Analysis. The DHS, in conjunction with the DOT National 9-1-1
program, is currently developing an NG9-1-1 security best practice and self-assessment
tool for PSAPs, Cyber Risks to Next Generation 9-1-1.2° Additionally, the DHS is

1 NcclIC/National Coordinating Center for Communications (NCCIC/NCC) is the federal lead
organization for Coordination of the Stafford Act’s National Response Framework ESF-2,
(Communications) and is also the Communications ISAC, with cleared industry representatives from
APCO, NENA and major carriers, such as AT&T, Verizon, Century Link, Sprint and T-Mobile

12 National Cyber Awareness System, https://www.us-cert.gov/ncas.

13 Office of Emergency Communications, http://www.dhs.gov/office-emergency-communications.

15 Cyber Risks to Next Generation 9-1-1, available at http://www.dhs.gov/office-emergency-
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working on next steps on the development of Identity, Credential, and Access
Management (ICAM) for public safety and FirstNet’s National Public Safety Broadband
Network. The through the ESS Cyber Working Group mentioned above, the Department
has published the DHS Internet Protocol (IP) Emergency Services Sector Cyber Risk
Assessment and Emergency Services Sector Roadmap to Secure Voice and Data Systems
which provide pertinent guidance for public safety agencies, including those considering
the adoption of NG9-1-1 technology and systems to strengthen their systems and
networks against cyber risk through mitigation measures.*® '

Public / Private Collaboration. The Critical Infrastructure Cyber Information Sharing
and Collaboration Program (CISCP) establishes trusted cyber information sharing
relationships across Government and Industry. The CISCP facilitates the secure
exchange of cybersecurity indicators, enabling organizations to protect themselves
against emerging attacks. Currently, the CISCP has over one-hundred member
organizations and is working in collaboration with the NCCIC to automate cybersecurity
information sharing amongst its members.*®

User Training and Education. The DHS provides resources for cybersecurity training
and awareness, for use by any public or private entity. These resources can be leveraged
to provide users with a basic level of awareness of cybersecurity risks. In many
instances, cyber threat actors exploit untrained individuals (e.g., phishing attacks) to gain
initial access to the enterprise and initiate further actions. The “Stop.Think.Connect.
Campaign” is geared to provide awareness.'® The DHS also supports the National
Initiative for Cybersecurity Education (NICE), which provides additional educational
resources for public and private organizations.?’ The DHS also delivers education and
technical assistance to Federal, State and local public safety community on PSAP
deployments.

Outreach and Assistance. The Critical Infrastructure Cyber Community C3
(pronounced “C Cubed”) Voluntary Program (C*VP) supports organizations of all sizes
to establish or improve their cyber risk management processes and to take advantage of
free technical assistance, tools, and other resources offered by the U.S. Government.
C3VP can assist PSAPs in understanding how to use NIST’s Cybersecurity Framework
and other risk management efforts.

4.5.1.2 Technical Solutions

The DHS offers a collection of programs and initiatives that can be applied to reduce
NG9-1-1 cyber risks. Many of these efforts support missions that cover State and local users, as
well as public and private critical infrastructure entities. In some instances, technical solutions

communications.
16 DHS Internet Protocol (IP) Emergency Services Sector Cyber Risk Assessment.
https://www.dhs.gov/sites/default/files/publications/Emergency-Services-Sector-Cyber-Risk-
Assessment-508.pdf
17 ESS Roadmap to Secure Voice and Data Systems.
https://www.dhs.gov/sites/default/files/publications/Emergency-Services-Sector-Roadmap-to-Secure-
Voice-and-Data%20Systems-508.pdf
18 (https://www.us-cert.gov/Information-Sharing-Specifications-Cybersecurity)
19 (http://www.dhs.gov/stopthinkconnect)
20 (http://csrc.nist.gov/nice/index.htm)
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may only apply to Federal organizations, however the methodology can be applied to most
NG9-1-1 PSAP networks and can provide cost savings in addition to reducing cyber risk.

Solution

Description

Trusted Internet
Connection (TIC)

Works to enable organizations to identify and consolidate Internet connections
(http://lwww.dhs.gov/trusted-internet-connections). As content and applications move to
public cloud providers, CS&C is collaborating with the Federal Risk and Authorization
Management Program (FedRAMP) to apply a TIC approach
(https://www.fedramp.gov/draft-fedramp-tic-overlay/)

Network Flow

Provides the enterprise with an awareness of the type and volume of traffic flowing into
(and out of) the enterprise network. Information includes source/destination IP address,
domains, and ports. This data can be filtered and searched to identify anomalous flow

Collection patterns, and initiate further research into potential risks and attacks. Flow collectors are
deployed at TIC locations, supporting Federal and State stakeholders.
(https://msisac.cisecurity.org/about/services/)

DHS provides IDS sensors at TIC locations, and also develops digital signatures, which are

Intrusion loaded into the IDS to identify threats. Organizations receiving this service are able to

Detection System
(IDS)

view alerts created by the IDS (occurring when signatures identify pattern matches in
network traffic). This service is currently available to Federal and State stakeholders.

(http://www.dhs.gov/cybersecurity-and-privacy)

DHS deploys IPS to public and private network owners. IPS is similar to IDS in that
digital signatures are used at the sensor. With IPS, when signatures identify pattern
matches, countermeasure actions are taken such as dropping or rerouting traffic. While
network flow collection and IDS are passive (i.e., monitoring and alerting) cybersecurity
measures, IPS is an active security measure. (http://www.dhs.gov/cybersecurity-and-

privacy)

Intrusion
Prevention
System (IPS)

DHS deploys CDM services, which include hardware and software asset management,
configuration management, and vulnerability management capabilities. These services are
enabled through devices (physical and virtual) deployed inside the enterprise network, and
presented to security professionals in a dashboard. For stakeholder organizations (currently
only Federal Civilian Agencies), CDM is the major technology solution that supports the
tenets of ongoing authorization. (http://www.gsa.gov/portal/content/177895)

Continuous
Diagnostics and
Mitigation (CDM)

DHS provides infrastructure baseline assessments, vulnerability assessments, impact
assessments, and comprehensive risk and mitigation analyses of public safety
infrastructure and services in conjunction with other departments and agencies, as well as
individual PSAPs.

Risk Assessment
and Risk Analysis

4.5.2 CSRIC Best Practices Related to Public Safety

The Communications Security, Reliability, and Interoperability Council (CSRIC) was
established as a federal advisory committee designed to provide recommendations to the Federal
Communications Commission regarding best practices and actions the Commission can take to
ensure optimal security, reliability, and interoperability of communications systems, including
telecommunications, media and public safety communications systems. CSRIC IV created ten
working groups, each with its own area of responsibility.

The CSRIC IV Working Group 4 (WG4) was tasked with developing voluntary
mechanisms that give the Commission and the public assurance that communication providers
are taking the necessary measures to manage cybersecurity risks across the enterprise.?r WG4

21 The report is available at:
https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG4_Final_Report_031815.pdf
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also was charged with providing implementation guidance to help communication providers use
and adapt the NCF. The TFOPA supports the use of NIST CFS as recommendation as they
apply in the final CSRIC IV WG4 report. Readers should pay special attention to barriers of
implementation within that report. Since each implementation may have its own specific
challenges of note would be potential barriers with respect to technology, scale, consumers,
marketplace entry, law or policy.

4.6 Proposed Approaches to NG9-1-1Cybersecurity
Architecture

4.6.1 The Emergency Communications Cybersecurity Center (EC3)

In addition to incorporating current best practices, the NIST recommendations, and
current work from DHS, APCO, ATIS and NENA, the TFOPA has determined that an
additional layer should be introduced into the recommended future architecture.

The intent of this logical architecture recommendation is to create a centralized function,
and location, for securing NG networks and systems. By centralizing certain features, including
cybersecurity in general, and intrusion detection and prevention services (IDPS) specifically,
public safety can take advantage of economies of scale, multiple resources, and systems and best
practices which may already be in place or at a minimum readily available for deployment and
use.

This section is intended to empower local, state, tribal and territorial PSAP and 9-1-1
Authority leaders, by providing information and enumerating options to allow leadership to
make informed decisions on how to implement a cybersecurity plan and infrastructure best
suited for their agencies and needs. The establishment of certain shared core services like
cybersecurity, which can be utilized by multiple participating agencies, can produce substantial
cost savings for each participating agency and could also decrease the time needed to implement
a comprehensive cybersecurity system for PSAPs and 9-1-1 Authorities. In sharing this portion
of NG9-1-1 infrastructure, PSAPs decrease the amount of work and specialization needed at the
local level, and can instead take advantage of centralized, expert cybersecurity services allowing
them to concentrate on the life-saving, day-to-day operations related to taking and dispatching
calls for service.

4.6.2 Description of Intrusion Detection and Prevention Systems

In order to function effectively as a tool for public safety and emergency
communications systems, the EC3 must perform all of the essential functions of a
comprehensive Intrusion Detection and Prevention System. The following is a high level
description of those desired features and functions.

IDPSs are primarily focused on identifying possible incidents. For example, an IDPS
could detect when an attacker has successfully compromised a system by exploiting a
vulnerability in the system. The IDPS could then report the incident to security administrators,
who could quickly initiate incident response actions to minimize the damage caused by the
incident. The IDPS could also log information that could be used by the incident handlers.
Many IDPSs can also be configured to recognize violations of security policies. For example,
some IDPSs can be configured with firewall ruleset-like settings, allowing them to identify
network traffic that violates the organization’s security or acceptable use policies. Also, some
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IDPSs can monitor file transfers and identify ones that might be suspicious, such as copying a
large database onto a user’s laptop.

Many IDPSs can also identify reconnaissance activity, which may indicate that an attack
is imminent. For example, some attack tools and forms of malware, particularly worms, perform
reconnaissance activities such as host and port scans to identify targets for subsequent attacks.
An IDPS might be able to block reconnaissance and notify security administrators, who can take
actions if needed to alter other security controls to prevent related incidents. Because
reconnaissance activity is so frequent on the Internet, reconnaissance detection is often
performed primarily on protected internal networks.

There are many types of IDPS technologies, which are differentiated primarily by the
types of events that they can recognize and the methodologies that they use to identify incidents.
In addition to monitoring and analyzing events to identify undesirable activity, all types of IDPS
technologies typically perform the following functions:

Recording information related to observed events. Information is usually recorded
locally, and might also be sent to separate systems such as centralized logging servers,
security information and event management (SIEM) solutions, and enterprise
management systems.

Notifying security administrators of important observed events. This notification,
known as an alert, occurs through any of several methods, including the following: e-
mails, pages, messages on the IDPS user interface, Simple Network Management
Protocol (SNMP) traps, syslog messages, and user-defined programs and scripts. A
notification message typically includes only basic information regarding an event;
administrators need to access the IDPS for additional information.

Producing reports. Reports summarize the monitored events or provide details on
particular events of interest.

Some IDPSs are also able to change their security profile when a new threat is detected.
For example, an IDPS might be able to collect more detailed information for a particular session
after malicious activity is detected within that session. An IDPS might also alter the settings for
when certain alerts are triggered or what priority should be assigned to subsequent alerts after a
particular threat is detected.

IPS technologies are differentiated from Intrusion Detection System (IDS) technologies
by one characteristic: IPS technologies can respond to a detected threat by attempting to prevent
it from succeeding. They use several response techniques, which can be divided into the
following groups:

e The IPS stops the attack itself.
—  Will terminate the network connection or user session that is being used for the
attack
— Block access to the target (or possibly other likely targets) from the offending
user account, IP address, or other attacker attribute
— Block all access to the targeted host, service, application, or other resource

« The IPS changes the security environment.

— The IPSs Can change the configuration of other security controls to disrupt an
attack by reconfiguring a network device (e.g., firewall, router, switch) to block
access from the attacker or to the target

— Alters a host-based firewall on a target to block incoming attacks.
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— Some IPSs can even cause patches to be applied to a host if the IPS detects that
the host has vulnerabilities.

o The IPS changes the attack’s content.

— Some IPSs can remove or replace malicious portions of an attack to make it
benign (e.g., removing an infected file attachment from an e-mail and then
permitting the cleaned email to reach its recipient).

— Other IPSs act as a proxy and normalizes incoming requests, which means that
the proxy repackages the payloads of the requests, discarding header information.
This might cause certain attacks to be discarded as part of the normalization
process.

Another common attribute of the IDPS technologies is that they cannot provide
completely accurate detection. When an IDPS incorrectly identifies benign activity as being
malicious, a false positive has occurred. When an IDPS fails to identify malicious activity, a
false negative has occurred. It is not possible to eliminate all false positives and negatives; in
most cases, reducing the occurrences of one increases the occurrences of the other. Many
organizations choose to decrease false negatives at the cost of increasing false positives, which
means that more malicious events are detected but more analysis resources are needed to
differentiate false positives from true malicious events. Altering the configuration of an IDPS to
improve its detection accuracy is known as tuning.

Most IDPS technologies also offer features that compensate for the use of common
evasion techniques. Evasion is modifying the format or timing of malicious activity so that its
appearance changes but its effect is the same. Attackers use evasion techniques to try to prevent
IDPS technologies from detecting their attacks. For example, an attacker could encode text
characters in a particular way, knowing that the target understands the encoding and hoping that
any monitoring of the IDPSs do not. Most of the IDPS technologies can overcome common
evasion techniques by duplicating special processing performed by the targets. If the IDPS can
“see” the activity in the same way that the target would, then evasion techniques will generally
be unsuccessful at hiding attacks.

4.6.3 Proposed Approach for IDPS in the NG9-1-1 Environment

In the proposed NG9-1-1 architecture, the Emergency Communications Cybersecurity
Center (EC3) will take on the role of providing the IDPS services to PSAPs and any other
emergency communications service or system that would consider utilizing the centralized, core
services architecture proposed. For example, not only PSAPs but also Emergency Operations
Centers (EOCs) and potentially the Nationwide Public Safety Broadband Network operated and
maintained by FirstNet, could also interconnect to the EC3 service. This approach would allow
public safety to build one infrastructure and use it for many clients. This provides significant
economies of scale, puts multiple Federal, State, Local and Tribal resources into the same
protection scheme, and allows for sharing of data, mitigation strategies, and recovery efforts
across enterprise.

The potential flow of this system would begin with the Originating Service Provider
(OSP) and NG9-1-1 Core Services elements, would encompass the ESINet IP Transport network
which support the Core Services elements and operates within and between disparate PSAPs and
would provide for monitoring of call statistics, system health, anomaly detection, data sharing,
mitigation and recovery while still allowing local agencies to maintain local control of day-to-
day operations within their specific PSAPs. Rather than requiring PSAPs to build and staff such
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facilities, the EC3 concept allows for PSAPs from within and across jurisdictions, to
interconnect to the core cybersecurity system and benefit from its capabilities, whether state,
local, tribal or territorial. While not specified herein, the interconnect requirements would
include cyber hygiene elements at the PSAP, single user sign on and multi-factor authentication
at the local level and some form of agreed upon, trusted connection (and relationship) from the
local levels to the State or Regional level EC3. This architecture also is intended to represent a
scalable, and customizable, approach. This means for localities with larger than average
emergency communications systems (major metropolitan areas such as New York, Los Angeles,
etc.) there is ample opportunity to construct a single EC3 to serve this individual customer.
However, any EC3 should be designed and constructed in such a way that it will interconnect
with other EC3’s throughout the United States with the same functions and requirements. From
the regional or State level, the information should flow to a centralized repository with adequate
service capabilities to support multiple clients, and incidents, in real time. Some examples of
how these data flow, and cooperative approach, might present are included in Figures 4-8 and
4-9 on the following pages.
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4.6.3.1 The EC3 Concept Explained

The information collected by the EC3s that relates to the PSAPs will be the result of the
monitoring that the center will be doing for them. As a result, it will be necessary to deploy
some type of IDS sensors at each PSAP location. Alternately, and perhaps more effectively, a
way will need to be devised to get all traffic to funnel through a centralized EC3 for monitoring
at a regional or State level, then aggregating the traffic of the various EC3’s to, or through, a
central monitoring facility. This would best be accomplished via the ESInet architecture with
partnerships at the Local, State and potentially Federal level.

The type, and location, of deployed sensors should include consideration of both an
organization’s outermost perimeter, right behind what is handling the organization’s Network
Address Translation (NAT), and in the case of 9-1-1 traffic the systems feeding information to
the 9-1-1 networks. This would potentially include wireless and wireline carrier networks. One
option to consider is the use of sensors specifically designed to conduct continuous Netflow
monitoring and analysis. The Center for Internet Security (CIS) has deployed such a system,
known as ALBERT, which is an automated process of collecting, correlating, and analyzing
computer network security information across State governments. According to CIS, the seven
key Netflow fields are: source IP address, destination IP address, source port number,
destination port number, protocol type, flags, and the router input interface. While the TFOPA
is not endorsing any specific vendor, product, or organization the model provided by the CIS in
support of the Multi-State Information Sharing and Analysis Center (MS-ISAC) is a useful
model and case study. For the purposes of this report, we will refer to “Albert-like” sensors to
define the proposed capabilities. In the case of deployment of “Albert-like” sensors for the data
network portion of the solution, the TFOPA received input and assistance from representatives
of the MS-ISAC.%2

The idea behind the deployment of “Albert-like” sensors is that at some point, an
infected system is going to have to reach out to a host on the Internet to receive additional
commands, download additional software, or exfiltrate information. Monitoring an
organization’s Internet connection is an effective way to get visibility into their network. The
limitation here is that there may not be good visibility on internal to internal communication.
This is typically not a concern as most of the attacks and compromises originate from, or beacon
out to, the Internet at some point. Setting up the PSAPs so that an EC3 would essentially
function as their ISP, would be an effective way to have eyes on that type of traffic.

In addition to the deployment of “Albert-like” sensors, consideration should be given to
a model currently in use by the State of California’s Office of Emergency Services (CalOES).
This system is comprised of a “phased array” approach with sensors deployed at each PSAP in
the State that monitor traffic from wireless communications sites. Specifically, these sensors,
which are currently deployed and actively monitored by both CalOES and the DHS NCCIC,
provide a near real-time picture of the health and status of every wireless site, and system,
responsible for providing wireless connectivity to the public and wireless 9-1-1 traffic to the
PSAPs.

The mission of the federal government’s emergency communications charter (to ensure
that relevant federal, state, local, tribal and territorial officials can continue to communicate in
the event of a catastrophic loss of communications) can be seen as largely dependent on the
federal government’s ability to understand mission impacts on emergency communications. It is

22 More information about the MS-ISAC can be found at https://msisac.cisecurity.org.
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imperative that this is done in a timely manner so that coordinated response and recovery efforts
get to those systems in time. Sensors and business processes, providing visibility into those
systems, enabling rapid assimilation of critical emergency communications impacts to state,
local and tribal governments by the federal government currently do not exist in an effective
manner.

The California Governor’s Office of Emergency Services (CalOES) in coordination
with NENA and APCO, both NCC members, proposed leveraging an existing sensor system
deployed within PSAPs in California could be used to support a mission of protecting the PSAPs
as an enterprise against cyber-attacks, physical disaster response and ensuring continuity of
emergency communications.

The sensor system network enables real-time visualization of call data, without any
Personally Identifiable Information (PII), which can alert a monitoring center, such as NCCIC,
to a disruption to 9-1-1 services by the Local Exchange Carrier (LEC), or named wireless
service providers, as observed in Virginia during the Derecho, or after an Earthquake. The
CalOES, in an unprecedented effort to share real-time data with the federal government for
disaster management purposes, has developed a demonstration concept with the National
Coordination Center for Communications (NCC), which could provide the basis for defending
the enterprise of PSAPs against emerging cyber threats, or attempts by terrorists to disrupt
emergency communications during a coordinated domestic attack against the homeland, or
simply improve response coordination to disaster communications restoration after a natural
disaster.

The NCCIC, in partnership with the CalOES is capable of providing constant and
continual monitoring of the ECATS dashboard, deployed by the CalOES across the entire State
of California. In this capacity the NCC and NCCIC can coordinate with the CalOES, FBI, and
other government agencies and telecommunications service providers in the event of an anomaly
across one or many PSAPs. Additionally, use of this Local-State-Federal partnership model
enables a coordinated, and unified, restoration effort in the event of loss of connectivity. This
model also allows for monthly reports of incidents, and outcomes, along with investigative
assistance and coordination of lessons learned via after action reports involving all stakeholders.

As should be obvious to the reader at this point, monitoring of both voice and data
networks that feed the 9-1-1 system, and of the data systems within and between PSAPs is of
great importance and can be accomplished via a combination of mechanisms. In addition to
monitoring, mitigation is a key element in the overall function, and goal, of the EC3 concept.
The EC3 will likely be tasked with identifying threats, explaining why they are of concern, and
making recommendations to the affected PSAPs as to necessary steps to mitigate the threat.

Most of what is seen in current Security Operations Centers, such as the MS-ISAC, is
tied back to malware infections that can either be cleaned or the systems re-imaged entirely. It
will also become important to track any incidents that are escalated to the PSAPSs in some form
of ticketing system for tracking and reporting services. In addition, it would be most effective if
there was a method to correlate all the alerts generated by deployed sensors across all EC3s in
order to identify any trending related to the top threats facing the PSAPSs.

Depending on the specific needs of the PSAPs, not every EC3 may need to have every
service available to it. As an example, computer forensics services may not be a requirement at
each EC3. Perhaps only the larger EC3s in the large urban areas throughout the country may
have forensics capabilities and the EC3s could coordinate to send forensic images for analysis
along to those designated EC3s. Likewise, certain reporting capabilities and aggregate products
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could be handled by either larger, regional EC3’s or even by trusted Federal partners.

In the case of the MS-ISAC, sensor data is routed to the MS-ISAC, triaged and reported
to the NCCIC as needed. As the system continued to build out monitoring infrastructure, it
would become easier to correlate data across multiple partners and start to paint the picture of
how new attacks and threats evolve as they begin to affect the various State, Local, Tribal, and
Territorial (SLTT) entities being monitored.

This approach allows the NCCIC to provide EC3’s and PSAPs with indicators of
compromise that they can then retroactively search for across all of their sensors, or use to create
signatures to identify new compromises going forward. As noted, the NCCIC is already
engaged in cyber defense of PSAPs and critical communications infrastructure and therefore is a
logical partner to consider. In addition, the Federal Communications Commission itself has
partnered with DHS on multiple fronts and should continue to be actively involved in efforts to
understand how to best design, build, and defend these emergency communications
cybersecurity systems as a cooperative effort between public safety and industry.

4.6.3.2 Cost Considerations

4.6.3.2.1 Operational Costs and Considerations

In order to run a basic EC3, supporting multiple PSAPs at a State or sub-State Regional
level in a 24x7 capacity, the minimum amount of staff needed to do so is projected at five
analysts and one manager. The manager should also act as a person-on-call so that issues after
hours may be escalated as needed. As the operation grows and additional staffing is required, the
operation can then add more people to the busier shifts. As a general rule of thumb, obtaining
individuals with the education and experience needed to fulfill these roles will cost from
between $100,000 to $150,000 per year per person. Using an average cost per employee of
$125,000 the very rough estimate as to operational, recurring costs to operate an EC3 will be
approximately $625,000 per year. Cost for benefits for these personnel range from between 18
to 30 percent on a nationwide average. Using a blended average of 24 percent, the approximate
personnel costs of the center are $775,000.

In addition, there will be costs for utilities, bandwidth, and communications, the need for
sensors, potential annual costs for those elements, as well as recurring rent or taxes. The Task
Force has concluded that costs can vary from $100,000 per year up to $250,000 per year
depending on the location of the center and the types of technologies chosen and the amount of
bandwidth required. The TFOPA suggests using an average of $175,000 per year for all
ancillary expenses that could be associated with the operation of an EC3. This provides a rough,
rounded estimate of approximately $950,000 per year in operating expense for an individual
EC3. While it is not possible to definitively predict the cost for every individual EC3, as there
are a number of variables, this average assumes one center that supports multiple PSAPs and is
staffed 24 hours a day, 365 days a year. Larger centers, supporting larger geographic areas or in
need of greater data capabilities and personnel will obviously incur additional cost. The
suggested estimate is intended to provide a guideline, not a quote, to enable PSAPs and 9-1-1
Authorities to gauge potential cost sharing, and cost saving, options and make informed
decisions.

Thanks to input from the MS-ISAC, the following is a breakdown of a typical monthly
service cost, based on the throughput of the network’s Internet connection to be monitored. This
information is provided for base reference purposes only and the TFOPA is not suggesting, or
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endorsing, any specific product or product suite.
Pricing: Based on Internet Provisioned Connection Size.
One-time initiation fee of $850, per sensor
Size up to 10MB - $590/month
Size > 10MB-100MB- $890/month
Size > 100MB-1GB- $1,390/month
Size > 1GB - 10GB - $2,790/month

4.6.3.2.2 Capital Costs and Considerations

The building out of the EC3 should be a very similar per-square-foot cost as compared to
the building out of normal office space, which typically includes cubicles and workstations for
analysts. There may be some additional costs incurred for flat panel displays and a computer
system to drive them as well. As a result, while the Task Force cannot provide a high-level
estimate for what an EC3 physical build out might cost, as these costs may vary widely, the
group does believe that the guidelines provided should allow local, regional, and State decision
makers to have a starting point from which they can at least begin estimates based on local cost
factors. When making such decisions, local organizations are encouraged to consider re-
purposing existing facilities or taking advantage of long-term lease options for space and
operations in existing data or security centers.

In addition to building, repurposing, or co-locating at existing data and/or security
centers, a physical build-out, and capital expense, will be necessary for the deployment of
sensors at the EC3s. At a high level, it would make the most sense to deploy an “Albert like”
sensor at each EC3, as the EC3s (ideally) would be the aggregation point of all PSAP network
traffic. These sensors are essentially commodity hardware and typically cost between $6,000 —
$12,000 depending on the throughput of the network that is being monitored. For example, a
$12,000 sensor would be more than capable of monitoring a 10GB network with an average
utilization of 6-8GB. In addition, and as previously discussed, it would also be recommended
that consideration be given to deployment of a sensor system similar to that used by CalOES.
While the TFOPA does not have price estimates for such a deployment, they could be obtained
by contacting the CalOES officials directly.

4.6.3.2.3 Summary of Cost Considerations

As shown, there are substantial costs associated with building out the physical and
network related architectures and operating and maintaining the systems that will support
cybersecurity functions. Rather than suggesting that each of the more than 6000 PSAPs in the
United States be burdened with building and staffing such facilities, the TFOPA believes
utilizing core EC3’s at various levels (Regions within a State, State level, or Regions comprised
of multiple States and 9-1-1 Authorities) can offer public safety both economies of scale and
operational efficiencies. In addition, a cooperative approach on the cybersecurity front brings a
greater number of resources to bear for any incident, provides small, medium, and large PSAPs
with equal resources and capabilities to defend against, and recover from, cyber-attacks and
allows for real time information sharing and intelligence. In addition, monitoring systems that
are respectful of PII, such as those mentioned previously, will allow for the sharing of network
and system health without compromising the security of individuals or organizations.
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The TFOPA believes that the high level estimates provided, based on existing
deployments of a similar nature, provide a valid starting point for local leadership to assess need
and potential costs, or cost sharing strategies. However, due to the limited timeline in which to
complete the TFOPA report, the Task Force also believes additional research in this area, to
include alternate technologies, existing vendors with similar solutions, and potential commercial
and government partnerships in this endeavor is merited. To this end, the TFOPA recommends
additional study on costs, available solutions, and potential partnerships.

4.7 Recommendations

The Task Force’s approach to these recommendations recognized that the local control is
essential to any public safety related project at the State and Local level, and an architecture, or
architecture options, balanced with the need to create a manageable core infrastructure which
supports distributed network elements to the PSAP level is equally important.

e The TFOPA has determined that an additional layer should be introduced into the
recommended future architecture. The intent of the logical architecture proposed in the
form of the EC3 is to create a centralized function for securing NG networks and
systems. By centralizing certain features, including cybersecurity in general, and
Intrusion Detection and Prevention Services (IDPS) specifically, public safety can take
advantage of economies of scale, multiple resources, and systems and best practices
which may already be in place or at a minimum readily available for deployment and
use.

e Cybersecurity Operations will require a 24x7x365 monitoring, incident response, and
management approach. Local PSAPs, 9-1-1 Authorities and regional organizations can
leverage a number of existing capabilities, such as the DHS NCC, NCCIC, MS-ISAC
and existing State level Fusion centers for cybersecurity information and assistance. In
addition, with the incorporation of the EC3 concept, all of these potential partners can be
included in the holistic approach to cybersecurity which will allow local authorities to
share costs while benefiting from more comprehensive services and capabilities that
might otherwise be unavailable and most certainly could be cost prohibitive without a
shared approach.

e Public/ Private Collaboration is critical to the success of a comprehensive cybersecurity
approach. The Critical Infrastructure Cyber Information Sharing and Collaboration
Program (CISCP) establishes trusted cyber information sharing relationships across
Government and Industry. The CISCP facilitates the secure exchange of cybersecurity
indicators, enabling organizations to protect themselves against emerging attacks.
Currently, the CISCP has over one-hundred member organizations and is working in
collaboration with the NCCIC to automate cybersecurity information sharing amongst its
members. This is one example of how collaboration can be achieved and provides a
model from which to build. Again, the EC3 concept proposes that public safety at
multiple levels (local, regional, State and Federal) cooperate in a number of different
ways, both operational and financial, to achieve this goal.

The TFOPA believes that the high level estimates provided, based on existing
deployments of a similar nature, provide a valid starting point for local leadership to
assess need and potential costs, or cost sharing strategies. However, due to the limited
timeline in which to complete the TFOPA report, the Task Force also believes additional
research in this area, to include alternate technologies, existing vendors with similar
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solutions, and potential commercial and government partnerships in this endeavor is
merited. To this end, the TFOPA recommends additional study on costs, available
solutions, and potential partnerships.

Governance is pivotal to secure and interoperable emergency communications. The
TFOPA believes there are multiple governance issues that must be considered in order to
establish and maintain a central coordination point, or a distributed model, for any
cybersecurity system or solution. Formalized governance with articulated roles and
responsibilities enables public safety officials to make informed decisions in planning,
operations, funding, training, and equipment acquisition. The TFOPA recommends that
as part of any follow on work future iterations of the TFOPA consider how governance
applies to, or impacts, the effective creation of collaborative cybersecurity solutions.

The TFOPA has mapped out the recommended level of operation that should be involved
in each of the five key areas identified in the NIST Cybersecurity Framework. As
illustrated previously, in Section 4.4.1, Figure 4-3 of this report, the Task Force has
detailed both the recommended implementation level and high-level requirements to
attain the stated goal. It is recommended that additional study, and a more detailed
mapping of this approach, should be considered in the event any follow-on work is done
by future iterations of the TFOPA.

As noted in the section pertaining to the NICE document, the first step in workforce
planning, Define and Identify, emphasizes the collection of workforce data that defines
the workforce and the identification of positions/roles within the workforce with specific
role based competencies and proficiency levels. This activity in turn establishes the
knowledge, skills, and abilities (KSAs) that are the attributes required to perform a job
and are generally demonstrated through qualifying experience, education, or training.

While PSAPs generally do not have a single consistent model for job titles, a generalized
set of job titles were mapped to labor categories with identification of required skills and
recommended training based on the NICE Workforce Framework. The Task Force
recommends that PSAPs and 9-1-1 Authorities use the included chart as a baseline
document for identifying training needs and planning accordingly. In addition, as the
Task Force was somewhat limited on time to further study this area, additional work may
be merited by future iterations of the TFOPA.

The ICAM is critical to the success of any cybersecurity solution and system. The
TFOPA recommends that from the PSAP level, up through any proposed cybersecurity
core architecture, and on into the Federal space the ICAM can, and will, be implemented
in a number of ways. The intent of the ICAM discussion in this report is not to suggest
that local, regional, or State agencies be required to utilize any type of Federal single
user, single sign on approach. Rather, the intent is to provide an education as to the need
for identity control and access management at all levels of interface.

The TFOPA has limited its ICAM related recommendations, to the local perspective, and
primarily to the physical verification of an individual to be granted access, the issuance
of a user name, password and some form of token or additional authentication
mechanism. The TFOPA supports PSAP and 9-1-1 Authority implementation of multi-
factor authentication at the PSAP level and inclusion of the ICAM requirements for any
current, or yet to be defined, interfaces from the PSAPs to any core NG9-1-1 services
such as those defined in Section 5.

Page 68 of 222



Task Force on Optimal PSAP Architecture
Final Report January 2016

As discussed in Section 5, there are a number of governance and architecture issues
along with expected “roles” within the NG9-1-1 ecosystem. The TFOPA recommends
that PSAPs and 9-1-1 Authorities conduct a logical analysis of each potential
architecture option as recommended by Section 5, and then consider integration of the
core cyber services, local PSAP workforce, and the ICAM recommendations, and
collaborative information and data sharing as part of the overall NG9-1-1
implementation process.

The TFOPA has developed a checklist based on previous work done by multiple
organizations (including NIST, DHS, FCC/CSRIC, APCO, and NENA) designed as a
tool for PSAPs to conduct an honest self-assessment with regard to cyber capabilities and
to begin preparations early in either interconnecting to centralized functions or
implementing the necessary core functions locally. This checklist is found in Appendix
2. This checklist and roadmap can be used as a baseline to create a working document
for a phased implementation of cybersecurity services in conjunction with the
development and build out of any proposed NG9-1-1 systems and services, regardless of
architecture option chosen by the local authorities.

The TFOPA has created a subset of Use Cases provided as examples to the PSAP
Community to illustrate the relevance, and importance, of Cybersecurity to local PSAP
operations. Those use cases are found in Appendix 1. The intent of these use cases is to
illustrate the very clear danger that cyber-attacks pose to PSAPs and public safety
communications today and the increased risk and impact that these attacks will have
when the transition to NG9-1-1 is complete. The TFOPA provides these use cases for
illustrative and educational purposes only, and is not providing specific
recommendations as to how to address each use case. Because the potential vectors of
each attack are numerous, and because revealing specific operational information or
defensive recommendations could compromise local operational security, the TFOPA
made the decision to keep the use cases at a high level only. A key function of the EC3
will be to provide resources in the form of both systems and support personnel to help
identify, mitigate, recover from, and restore services after any cyber-attack.
Additionally, if properly implemented the EC3 will assist in the investigation of such
events.

4.8 Cybersecurity Summary
The TFOPA believes that a lack of cybersecurity poses a clear and present danger to the

PSAP and emergency communications system(s) in the United States. Creation of some core
services, which provide single points of contact, direct reporting, awareness, and data sharing,
and real time response to cyber-attacks at multiple levels of government is essential to the
success of the efforts to defend next generation networks and systems. The actors, vectors, and
outcomes for cyber-attacks against public safety vary widely, and therefore, our approach to
defending against these attacks must be focused.

Cyber risk management strategies must be implemented in support of PSAP operations

taking into consideration available PSAP resources and levels of expertise. In order to do this, it
is necessary to think “outside the box™ when cybersecurity architectures are considered and
when solutions are suggested

Public/Private Collaboration is critical to the success of a comprehensive cybersecurity

approach. Collaboration should be sought across the public and private spaces and there are
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existing models, such as those presented in this report, for government and industry to follow.
The EC3 concept proposes that public safety at multiple levels (local, regional, State and
Federal) cooperate in a number of different ways, both operational and financial, to achieve this
goal.

Monitoring of both the voice and data networks that feed the 9-1-1 system, and of the
data systems within and between PSAPSs, is of great importance and can be accomplished via a
combination of mechanisms. In addition to monitoring, mitigation is a key element in the
overall function, and goal, of the EC3 concept. The EC3 will be tasked with identifying threats,
explaining why they are of concern, and making recommendations to the affected PSAPs as to
necessary steps to mitigate the threat.

The deployment of different types of sensors is also a recommendation that the TFOPA
believes the entire public safety enterprise should consider. Data from deployed sensors could
route back to entities such as the NCCIC and MS-ISAC, or similar facilities, for analysis and
escalation back out to the EC3s. As the sensor system continues to build out it would become
easier to correlate data across multiple partners and start to paint the picture of how new attacks
and threats evolve as they begin to affect the various SLTT entities being monitored.

Depending on the specific needs of the PSAPs, not every EC3 may need to have every
service available to it. As noted in this report, there will be situations where only the EC3s in the
large urban areas throughout the country may have forensics capabilities and other smaller, or
perhaps regional, EC3s could coordinate to send forensic images for analysis along to those
designated EC3s. Likewise, certain reporting capabilities and aggregate products could be
handled by either larger, regional EC3’s or even by trusted Federal partners.

The TFOPA believes that a combined approach utilizing the existing NIST and NICE
frameworks, current cybersecurity practices for defending legacy 9-1-1 networks and systems,
and a bold, cooperative new architecture approach to the defense of transitional and fully
deployed NG9-1-1 networks would provide the best path for success. The team was honored to
have the opportunity to provide these recommendations, information, and options to the Federal
Communications Commission and the public safety community at large. It is believed that
future work, and further examination of the recommendations contained in this report should be
considered as part of any tasking for future iterations of the TFOPA, or the TFOPA related
activities. In conducting this work, the TFOPA would urge any future working groups to be
mindful of the needs and capabilities of local operations entities, the necessity of governance
that accounts for both local needs and capabilities as well as recognizing the need for enterprise
like cooperative cyber defense, and the incorporation of State, Local, Tribal and Territorial
needs into potential partnerships at multiple levels including potential Federal partners.

Most importantly, the TFOPA would like to acknowledge the critical need to provide
PSAPs, 9-1-1 Authorities, local and State decisions makers, and the public at large with the best
possible life saving technologies represented by NG9-1-1 and other next generation public
safety systems. In providing those technologies, it is no less important to provide modern,
progressive, and realistic tools at all levels to protect the public safety communications
enterprise. The TFOPA believes the information and recommendations contained in this report
provide foundational work upon which such systems can be based, and built.
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5 Optimal Approach to NG9-1-1 Architecture Implementation
by PSAPs

5.1 Introduction
5.1.1 The Emergence of 9-1-1 for a Nation: History of 9-1-1

Emerging NG9-1-1 environment since the late 1960’s, the 9-1-1 system has been
advancing and evolving throughout the United States. Throughout the years, 9-1-1 has stood as
the sole number for notifying a Public Safety Answering Point (PSAP) that an emergency is
occurring and the caller needs law enforcement, fire, or emergency medical assistance from
emergency responders. Based on the telephone network that existed, it was logical to use a
feature known as “selective call routing” to support the implementation of 9-1-1 calling through
central offices, nationwide. Backed by Congress and various other industry groups, E9-1-1
systems and networks supporting 9-1-1 calling spread across the nation.?

Information provided by NENA, The 9-1-1 Association states:

o By the end of 1976, 9-1-1 was serving about 17% of the population of the United
States. In 1979, approximately 26% of the population of the United States had 9-1-1
service, and nine states had enacted 9-1-1 legislation. At this time, 9-1-1 service was
growing at the rate of 70 new systems per year. By 1987, those figures had grown to
indicate that 50% of the US population had access to 9-1-1 emergency service
numbers.

o At the end of the 20th century, nearly 93% of the population of the United States was
covered by some type of 9-1-1 service. Ninety-five percent of that coverage was
E9-1-1. Approximately 96% of the geographic US is covered by some type of basic
9-1-1 or E9-1-1. The rest use remote call forwarding of 9-1-1 to a ten-digit number
at a selected answering point.

In the 1980s, the telephone companies’ “Operator Services” technology was adapted for
9-1-1 providing the PSAPs with the caller’s telephone number, commonly known as Automatic
Number Identification (ANI). Dedicated 9-1-1 networks utilizing circuit switched Selective
Routing (SR) functionality accommodated the need for routing of 9-1-1 calls to differing
jurisdictions. Telephone company customer records contained specific address information that
correlated to the telephone number enabling 9-1-1 Authorities to partner in 9-1-1 database
development of what is known today as Automatic Location Identification (ALI). The
technology adaptations became the norm for 9-1-1 services deployed throughout the United
States establishing the Enhanced 9-1-1 features commonly referred to as ANI/ALI/SR. Although
cell phone technology existed as early as 1973, it was not until the mid-nineteen eighties that the
next major step occurred in mobile phone technology with the First Generation (1G) fully
automatic cellular networks introduction. In 1983 the FCC licensed cellular service provider
began the first ever mobile phone service and the evolution of cellular technology began
eventually leading to wireless 9-1-1 service. It was at this point that, the telephone number to

23 Status of Legislation Concerning 9-1-1 The Emergency Telephone Number, U.S. Dept. of
Transportation; U.S. Dept. of Commerce, NTIA. July, 1979. Archived — National Emergency Number
Association.
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dispatchable address correlation became invalid, as numbers became mobile with the device and
no longer fixed to a specific address. Mechanisms were developed to accommodate cellular
9-1-1 in the wired landline E9-1-1 model, and while it provided a stopgap measure, each
technology advancement in cellular deployment widened the gap between the technology and
the solution. Compounding the complexity of the problem further, the advancement and
acceptance of Voice over Internet Protocol (VolP) technology introduced a new era.
Communication challenges for 9-1-1 continued to emerge, as fixed devices became nomadic and
mobile cell phones entered into the IP digital age where both data as well as voice was
seamlessly delivered.

In 2014, CTIA reported that US cellphone penetration surpassed the population by 10%,
indicating that there were more wireless connections than recorded population.?* With nearly
everyone, teenager to older adult, possessing some form of cellular technology, they hold the
key to immediate 9-1-1 access in the palm of their hand. 9-1-1 calling behaviors began to change
and the exponential growth in cellular and IP technology continues to strain the 9-1-1 network.
The FCC estimates that over 70% of all 9-1-1 calls are placed from wireless phones. Selective
routing provided through analog technology is rapidly moving toward extinction. IP based
technology is essential for the future.

Throughout the U.S. the legacy forty-year-old 9-1-1 solutions cannot support the needs
of advanced communication technologies. Public expectations are changing and new technology
will afford public safety the opportunity to provide more effective emergency response. We
must embrace a new approach to keep pace with evolving consumer communication services
and emergency response needs.

5.1.2 Emerging NG9-1-1 Environment

This report is designed to provide an overview to emerging NG9-1-1 systems, sets the
stage for better insight into the system descriptions, and allows for an analysis of PSAP and
NG9-1-1 architecture optimization. This report is structured to provide a thorough understanding
of Public Safety Answering Point (PSAP) and NG9-1-1 operational models and includes an
objective analysis of operational efficiencies gained through upgrading to more advanced
technologies. In contrast, the authors of this report also included administrative challenges that
could exist when planning for NG9-1-1.

Throughout this report the reader will find that NG9-1-1 introduces a more efficient,
precise technical infrastructure for handling 9-1-1 emergency requests through intelligence
inherent in the technology. For example, the system when fully implemented, will completely
change the way 9-1-1 calls, or requests for assistance are routed. Greater intelligence in the call
routing functionality will minimize the need to transfer a call to the correct PSAP, which is a
normal operational occurrence today in legacy 9-1-1 systems. Location-based call routing allows
the location data of the individual initiating the 9-1-1 request to more precisely route to the
PSAP responsible for the service request.

The NG9-1-1systems enables the general public to have options beyond voice and
Teletypewriter/Telecommunications Device for the Deaf (TTY/TDD) regarding how they
contact 9-1-1 Centers for emergency assistance, and can also allow for providing additional data

24 « Annual Wireless Industry Survey” http://www.ctia.org/your-wireless-life/how-wireless-
works/annual-wireless-industry-survey. CTIA, June 2015. Web. Last Accessed 12/03/2015.
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beyond what is transmitted to 9-1-1 today. Texting, sharing photos and establishing video calls
are now commonplace in this society and it is logical to create a 9-1-1 system that
accommodates these applications. In addition, it is critical that individuals with speech or
hearing disabilities have a method, other than TTY/TDD, to contact 9-1-1. Next Generation
9-1-1 will establish the underlying technical platform and functional applications to phase in
these technologies.

As stated earlier, the legacy 9-1-1 systems deployed throughout the United States today
are limited and cannot fully support the advanced communication technologies used by the
general public. Upgrading legacy 9-1-1 systems require knowledge of the technological
advancements in 9-1-1, evaluation of 9-1-1 service optimization options, and development of a
well-coordinated plan. The following sections of this report are designed to provide the
foundation for planning, integration and implementation of NG9-1-1.

5.2 Objective, Scope, and Methodology

The Intent of This Work: With the evolution of 9-1-1 technologies, it is clear that the
term “Next Generation 9-1-1” needs to be better understood by all stakeholders. Many
organizations and industry authorities have contributed to the development of NG9-1-1, and
several well respected reports were completed in the early stages of the evolution. What was
lacking in these efforts however was an overall comprehensive understanding and roadmap
pooling of the disparate “facts” into a single resource that would provide guidance to decision-
makers as they moved forward with their vision and ideas.

This introduces several questions concerning the optimal architecture for NG9-1-1.:

e Is there one “best and optimal design”?

e If so, what are the elements required for that design?

e If not, what are the various configurations that could be combined together to reach
that optimal objective?

e And how do you best accomplish the transition from legacy to NG9-1-1?

These and many other questions have been confronting decision-makers as they consider
the transition to NG9-1-1. The attempt to correlate and understand competing information is
creating confusion.

To clarify this confusion, this report addresses various optimal architectures for
NG9-1-1. By reading this report, decision-makers tasked with the challenges of making choices
for design and configuration of their 9-1-1 systems and will be capable of understanding not
only the key decision factors, but also the broader understanding of the relevant impact of those
decisions.

The TFOPA does not believe there is a single best system design, but rather various
options that may be selected representing an “optimal architecture” for each specific NG9-1-1
system. The intent of this report is to create a road map that identifies the components and
optimal configuration choices available to decision-makers. These configuration choices include
access for the originating service providers, NG9-1-1 core services, ESInet, and the call-taking
and dispatching infrastructure. Emergency response and incident management are outside the
scope of this report.

This report provides criteria and comparative information to 9-1-1 Authorities and
related stakeholders at all levels of government, so they can determine what choices best meets
their respective needs.
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5.3 Current PSAP Decentralized Environment

The decentralized PSAP environment is prone to fragmentation and duplication.
Optimization opportunities for this environment, while still maintaining its decentralized
characteristics, are limited and challenging. However, options such as utilizing virtual PSAP
arrangements, network-based terminating equipment, and network-based support systems (CAD,
MIS, Recording, etc.) can be applied without changing the local structure of PSAPs. Essentially
the sharing of such infrastructure can result in a single virtual PSAP scenario or continued
independent operation through use of multi-tenancy.

5.3.1 Decentralized Environment Characteristics

5.3.1.1 PSAP Infrastructure Elements

In the typical legacy environment, PSAP equipment and software are predominantly
located within the boundary of each PSAP (though remote positions associated with a particular
PSAP may be present). The list of functional elements (FE) is comprised of but not limited to
the list below. A simplified diagram illustrates the connections:

Typical Legacy 9-1-1 Functional Elements

Legacy E9-1-1 N
Selective Router PSAP
Call Taker
ANI System Computer
ALl Aided
Controller PIRELED
E9-1-1 D'i\gag

ALl Async Py Logging &

Database ALI Bid Reporting
4

Subscriber Records MSAG and Legacy Data

Management

Figure 5-1

Administrative Phone System: The Administrative phone system includes telecommunication
equipment that handles processing of administrative telephone communications.

Automatic Location Identification (ALI): The automatic display at the PSAP of the caller’s
telephone number, the address/location of the telephone and supplementary emergency services
information of the location from which a call originates. The ALI Database is a set of ALI
records residing on computer servers.?

% NENA Master Glossary of 9-1-1 Terminology, 2014
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PSAP Phone System/Customer Premise Equipment (CPE) : Equipment used for handling
emergency 9-1-1 and non-emergency calls for service. Manages all communication from the
caller, and includes the interfaces, devices and applications utilized by the 9-1-1
Telecommunicator to handle the call. This can also include administrative telephone systems
used within an agency but not integrated into the 9-1-1 equipment.

Computer Aided Dispatch (CAD): An integrated technology solution for management of
public safety incident creation functions associated with emergency and non-emergency calls for
assistance, dispatch of first responders and incident tracking. The CAD also operates as a
connection to other information sources and databases through various interfaces built into the
system such as, but not limited to:

e National, State, Regional or local databases
e Emergency Medical Dispatch software or card system.

Geographic Information System (GIS): A system that allows for mapping, model, query and
analysis of spatial or geographical data.

Instant Recall Recorder (IRR): A device that enables the playback of recent audio
conversations and radio traffic related to emergency communications.

Local Area Network (LAN): The local area network within the PSAP. There can be multiple
networks, with multiple sub-nets and IP schemas.

Logging Recorder: The technology used for repository of emergency incident communications
and related voice data.

Management Information System (MIS): The MIS system provides reporting services based
on data collected from other FEs.

Map Database: Stores a set of data layers obtained from a GIS and provides a query function
that returns a set of features within a defined boundary that may be used to create a map for
display.

Records Management System (RMS): An agency-wide system that provides for the storage,
retrieval and retention, archiving and viewing of, information, records, documents or files
pertaining to public safety operations. The RMS covers the entire lifespan of public safety
records development from the initial generation to its completion.

System Alarms: A mechanism to provide notification to internal or external entities of system
errors, failures, or other conditions of interest.

Time Server: A Functional Element that provides Network Time Protocol (NTP) time services
to other Functional Elements.

Wide Area Network (WAN): The wide area network the PSAP must access for connectivity to
external resources including but not limited to hardware and data services.
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5.3.1.2 PSAP Structure & Governance

In March 1973, the White House's Office of Telecommunications issued a national
policy statement that recognized the benefits of 9-1-1, encouraged the nationwide adoption of
9-1-1, and provided for the establishment of a Federal Information Center to assist units of
government in planning and implementation.?® Units of government, usually cities and counties,
across the United States began implementing 9-1-1 for their citizens, which led to the creation of
a large number of Public Safety Answering Points (PSAPS) across the United States. This initial
approach enabled a wide variation of governance models.

Over time, and for various reasons, the number of PSAPs has declined in some locations.
For example, in 1981 Oregon had over 280 PSAPs and today there are 43.

The decline in the number of PSAPs across the nation can be attributed to the formation
of other governmental mechanisms serving several jurisdictions at a:

e county
e regional, or
e state level

Some PSAPs have also joined together to share equipment, services, and resources
through:

e Shared infrastructure such as CPE, Controllers, CAD systems, recording systems,
notification systems, etc.

e Shared resources for training, GIS and Master Street Address Guide (MSAG)
maintenance, 9-1-1 call taking and processing, etc.

However, there are still many PSAPs serving a single jurisdiction and are managed by
the city, county, police, or fire department they serve. In some areas these single jurisdiction
PSAPs have joined together under a joint management structure while maintaining their
independence serving their jurisdiction.

Governance of any of these structures must be based on what works best for those
involved. The governance and management of joining together as described above must be
based on an intergovernmental agreement of the parties involved. The form of the agreement
should be based on state statutes or local ordinances. The agreement should identify the
management of the agreed upon services, and establish performance standards for what is
considered successful program performance.

5.3.1.3 PSAP Operations

The PSAPs operate independently and autonomously. Operations of a PSAP are
typically handled within the confines of the PSAP itself and are dependent on serving those
agencies identified within the PSAPs 9-1-1 Service Plan.

The PSAPs perform varying functions based on the local agencies it serves. The PSAPs
must tailor Standard Operating Procedures (SOPSs) around the utilization and support of the
PSAPs basic functions and the infrastructure elements outlined in 3.1.1.1. The PSAPs are
responsible to answer, arbitrate and coordinate appropriate responses to emergency requests
received by the PSAP. The services provided by a PSAP will vary based on PSAP type (primary
or secondary), managerial functions, fiscal appropriations, interoperability, and local control. A

26 National Emergency Number Association, archives.
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PSAP receives emergency requests for service in a variety of mechanisms and channels. There
is an initial alert that occurs, followed by information delivery. The media of the information
could be delivered via audio, data or text and the PSAP uses several systems to process
emergency calls as defined in Figure 3-2 below:

METHODS FOR
ACCESSING PSAP

9-1-1
TECHNOLOGY

PSAP
DISPATCH

COMMENTS

Wireline (Home,
Business, etc.)

Wireless (Mobile
Devices)

Telematics

Relay Centers

Social Media

Figure 5-2

USED BY PSAPs
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TTY/TDD
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Enhanced External
Data Sources, GIS
Systems, Emergency
Notification System
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Reverse Notification
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Red, Reverse 9-1-1,
Everbridge, etc.)
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10-digit Emergency
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TTY/TDD

Emergency Dispatch
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Aided Dispatch,
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Device Applications,
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Web Client, TTY/TDD,
or Integrated into 9-1-1
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Aided Dispatch,
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Data Sources, GIS
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Device Applications
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Data Sources, GIS
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The PSAP Operations encompasses a multitude of technologies and information sources
as identified above, and these sources are used to process a variety of emergency calls on a daily
basis. The various calls can range from someone calling for assistance from their home or
office; to an alarm company advising on a critical alarm status; to an automobile involved in a
collision needing emergency assistance. The combination of technologies, information sources
and skilled 9-1-1 personnel are what make a difference in dispatching emergency response to
save a life or protect property.

5.3.1.4 Legacy PSAP to PSAP Communication

The current definition of “Interoperability” by the U.S. Department of Homeland
Security is “To enable the emergency response community to communicate and share
information across levels of government, jurisdictions, disciplines, and organizations for all
threats and hazards, as needed and when authorized.”

Most legacy PSAPs are stand-alone entities and very autonomous. As a result,
local telecommunications interoperability among PSAPs operating in this environment is limited
to the transfer of calls to another PSAP that has been pre-identified by the PSAPs involved, and
arranged through the serving Local Exchange Carrier (LEC). In some legacy PSAP
environments the public telephone switch telephone network is used for call transfer of
emergency calls and does not include the transfer of critical data such as caller telephone
number or address location. Such limitations can impact the dispatch of emergency services.
Legacy 9-1-1 technology also struggles with receiving text, expanded data and wireless
location information that is commonly available today. A “Band-Aid” solution to the old legacy
technology is no longer sufficient and the limitations continue to impact sharing of information
impeding incident situational awareness among multiple responding services. For example,
multiple physical radios placed in a police unit or fire apparatus to serve mutual aid agreements
with adjacent jurisdictions. While some of these obstacles have been overcome in some regions,
it continues to be a problem for the majority.

5.3.1.5 PSAP Optimization Considerations and Factors for the
Decentralized Environment

Optimization: Making the best, of anything. Many think PSAP optimization means
consolidation. However, in a decentralized environment PSAPs can make the best of that
environment in several ways.?” They can judge that decision based on:

e Does it make sense
o Operationally
o Financially
o Politically

Done correctly, they can optimize operations by:

e Sharing systems
e Joint purchasing
e Shared networks

27 Cooperative Service through Consolidations, Mergers, and Contracts...Making the Pieces Fit. By:
Chief Jack W. Snook and Chief Jeffrey D. Johnson. http://esci.us/resources/making-the-pieces-fit/ Last
accessed 12/02/15
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e Shared staff

The PSAP Optimization in the NG9-1-1 environment is expanded and included in
Section 4 of this report.

5.4 PSAP Optimization Options
5.4.1 PSAP Operations Optimization

5.4.1.1 Basis for Operational Optimization

PSAPs often function as the emergency communications hub for the communities they
serve. The critical goal of any optimization initiative is to further enhance public safety. As
agencies open discussions regarding the potential for physical optimization, it is critical that
operational expectations, such as expected service levels, are clearly identified.

The basis of PSAP optimization assumes that NG9-1-1 Core Services and the ESInet
have been considered as discussed in this section of the report. Whether deployed at the County,
Regional or State level, the NG9-1-1 environment provides PSAPs the flexibility to configure
call flow and applications in a manner not previously available.

5.4.1.2 Optimized PSAP - Operational Models

In each model below, call handling is the common functionality. In a true NG9-1-1
deployment, it is not necessary for the CPE to be of the same manufacturer, and in larger
deployments, e.g. regional or State, it is assumed that numerous CPE vendors will be in use.

5.4.1.2.1 Shared Services (Centralized)

A shared services center is where existing PSAPs centers are brought together under one
roof or facility and possibly share management and resources. Several examples include Bexar
Metro 9-1-1 District,?® Licking County Regional Communications Center, Ohio,? and Bergen
County Public Safety Operations, New Jersey.*° A formal relationship is established through
inter-local agreements, setting the entry and exit of agencies and the operational environment
involved under the governing PSAP agency or authority. The public safety agencies themselves
(law enforcement, fire, EMS) could operate as a combined entity, or individual separate entities.
This model provides services for all public safety call intake and dispatching within the assigned
area. Staff may utilize common technology, operational policies under a single form of
governance.

Advantages:

e Common facilities provide the ability to share the benefits of common support
services such as janitorial, food services, office supplies, and the support
infrastructure.

e Takes advantage of common electrical, heating-ventilation-air conditioning (HVAC),
and emergency power subsystems.

e The employees can be cross-trained and the schedules can be combined for added
personnel efficiency.

28 Buchholtz, B. (10/02/05). Email Interview.
29 Carver, K. (10/27/15) Email Interview.
%0 DelVecchio F. (11/20/15) Email Interview.
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Creates an environment that is more flexible, and amplifies the commonalties in law,
fire and medical dispatch.

One operating environment for the consolidated 9-1-1 operations can optimize the
use of computer aided dispatch (CAD), radio, mobile data, audio recorders, mapping,
geographic information system (GIS, CPE and telephony systems) and Database
Systems.

Challenges:

Maintaining numerous Service Level Agreements (SLA’s) for specific PSAPs may
be challenging.

Combining multiple agencies, which utilize different and incompatible computer
systems into a multi-jurisdictional, multi-disciplinary, multi- agency, high-volume
center can be difficult to implement and support.

Bigger is not necessarily better if neither efficiency in service delivery nor economies
of scale would result from consolidation of services.

Emergency communications could be interrupted for all of the jurisdictions involved
if proper attention is not given to redundancy and fallback planning.

5.4.1.2.2 Hybrid

This model can include variations wherein PSAPs maintain separate physical locations
but share common call handling, and other services such as, radio, CAD or other public safety
dispatching equipment over a secure managed network. These environments are positioned to
readily move toward NG9-1-1 architectures.

An example of this model might be four local PSAPs sharing a common PSAP enterprise
network, secondary network connectivity for redundancy, hosted CAD and CPE equipment.
Additionally, radio technicians, system administrators, dispatchers and supervisors are able to
assist each agency due to the common technology, applications, appliances and configuration of
the hosted solutions and common technology platforms deployed among and between the
PSAPs. Examples of this include Boulder County Regional PSAP and Upper Peninsula 9-1-1
Authority, Michigan. 3! 3

Advantages:

Local operational control, management and governance are maintained by each
PSAP agency.

The employees are cross-trained at the technical and operational level to assist each
of the PSAPs.

Common operating platforms and costs are shared among the PSAPs allowing the
agencies the use of computer aided dispatch (CAD), radio, mobile data, audio
recorders, mapping, geographic information system (GIS, CPE and telephony
systems).

Interoperability is increased with the use of common network and equipment so data
and emergency calls can be transferred between the PSAPs.

The design in itself is a disaster recovery design, allowing for primary PSAP
personnel to easily move to a sister PSAP and continue operations.

31 West, P. (12/05/05). Email Interview
32 Johnson, G. (11/06/05). Email Interview.
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Challenges:

e Where there is no regional 9-1-1 Authority, this model requires additional
cooperation and trust among the agencies to manage global and agency
configurations. For example, interfaces that rely on the PSAP and their sub agencies
add complexity as equipment and appliances may be inconsistent across sub agencies
or contract agencies.

e Difficult to implement and support if a common funding model is not established to
share implementation and on-going support costs

e Requires PSAPs to collaborate, agree to modify operational policies, and spend
additional time to gain consensus to move issues to conclusion that affect operations
and technology implementation

5.4.1.2.3 Centralized Call Taking Center

In this model, 9-1-1 calls, which would normally be directed to individual PSAPs, are
routed to a centralized call taking facility. These call takers perform immediate analysis and
triage, then transfer the call to the appropriate law enforcement, or fire/ems agency of the
jurisdictions involved for dispatch. They may also bridge multiple agencies together to respond
to specific events or situations.

The dispatch agencies may share the same facility or be located at numerous geographic
locations. Examples of this include Honolulu Police Dept. and Harris County 9-1-1 District,
Texas. 33 34

All PSAP functions can remain the same.
Advantages:

e A large staffing base insures 9-1-1 calls are answered in a timely manner, potentially
increasing service levels.

e Addresses local calling spikes, where a local PSAP may have required calls to queue
prior to being sent to their designated ‘overflow’ PSAP.

e Provides a non-partisan call-taking environment.

e Regional call routing is simplified which could result in fewer call transfers.

Challenges:

Requires a well-planned governance structure.

Coordination and sharing of resources.

Coming to a common ground on standard operating procedures can be difficult.
Time is added to call processing.

May be duplication of functions.

Every Police/Fire/EMS call requires a transfer

For very large call taking centers, appropriate geographic and tribal knowledge may
not be available.

5.4.1.2.4 Consolidation by Discipline
This model keeps the existing PSAP structure in place, with law enforcement answering

3 Burns, T. (10/02/05). Email Interview.
% Harris Info (11/